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Executive Summary

The increasing power of processors, accuracy of algorithms, and availability of
digital data are driving the dramatic artificial intelligence (Al)-centred technological
transformation now in progress. These changes have already turned companies, industries
and markets upside down, and we are also starting to see their effects on the battlefield. The
employment of unmanned vehicles, reliance on big data for target detection, identification
and acquisition, as well as the potentials of machine learning in other critical functions
such as logistics and maintenance are only some of the possible examples of how warfare
will evolve in the near future. The North Atlantic Treaty Organization (NATO) and its
Allies cannot be bystanders during this technological transition. Some countries and
organizations have already taken important steps. Others are more hesitant. The Atlantic
Alliance has a moral obligation to act, both to preserve and extend its military leadership —
and thus the wealth and security of its citizens — and to shape this process in keeping with
its democratic principles, freedom-inspired values and commitment to fundamental human
rights. As NATO works on its Artificial Intelligence Strategy, which could be published
in 2021, this Research Paper aims at contributing to both the policy debate and the public
discussion about Al and its implications for the Alliance. The paper offers a series of
analyses, lessons learned, proposals, and recommendations, that build on best practices
and solutions adopted in the civilian and military fields, on perspectives drawn from the
academic literature as well as on ideas generated in the broader AI community. The various
parts of the paper are all linked to the single overarching concept of “NATO-mation”,
or the idea that NATO has an important role to play so as to prepare for and to shape
this technological transtormation. NATO Allies need to be proactive: without common,
coordinated, cooperative or joint solutions, they will not be able to achieve all their goals
effectively and efficiently. The paper thus elaborates on the concept of “NATO-mation”
in 11 different building blocks, as summarized below:

*  Ethical purpose: first and foremost, NATO’s strength comes from its values, which
give meaning to its military capabilities and represent the bond between the Allies.
As technological progress demands answers to major ethical questions regarding

the development, employment and purpose of intelligent machines, NATO and its
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Allies have the opportunity to shape international norms and behaviour in this re-
spect while simultaneously strengthening their commitment to the Alliance’s found-
ing principles. Setting up an ethical board of experts and adopting some common

ethical principles are two starting points.

Championing innovation: innovation is more difficult than generally accepted, often
because of cognitive resistance, bureaucratic inertia or lack of political appetite. An
important step forward would be to identify a champion within the Alliance, with
a view to promoting, supporting and enabling the adoption of Al. This champion
would work with Allies to connect and coordinate their activities and initiatives, as
well as support them in key areas such as training or reform: a new structure could
also be created, and could be called potentially an Artificial Intelligence Integration
and Implementation-Enabling Centre (A31C).

Pilot projects: innovation is often difficult because individuals and organizations are in-
herently risk-averse. NATO and its Allies should work on the 3S principle to address
this aspect: start from small (S) and secure (S) pilot projects which can, through their
success (S), readily and simply demonstrate the potential of these new technolo-
gies. Last-mile logistics, military medicine and disinformation are three areas where
NATO could start working,

An innovative workforce: innovation is a process and a product for which a central
ingredient is indispensable: the workforce. In the age of artificial intelligence, as
machines take over more tasks, human beings become even more important, as
they focus on a smaller number but more important missions. NATO and its Al-
lies thus have a major interest in working together to achieve a more innovative
workforce. This could entail, inter alia, promoting different approaches to education
within NATO, such as the promotion of Hacking for Defense-type initiatives, as well
as supporting creative individuals, both at a relatively early age and by ensuring that

creativity is at a premium in research.

An innovative workplace: innovative individuals are like flowers in a desert: they need to
be protected and nurtured in order to bloom. In the age of Al, organizations need
to change and adapt: in order to promote innovation and make the most of inno-
vative individuals, they will need to adopt more horizontal structures, grant more
independence to innovative individuals as well as strengthen and reward leadership.
Within NATO, as the US National Security Commission on Artificial Intelligence
notes, institutions such as the NATO Defense College could play an important role
in forging the leadership of tomorrow for the challenges of Al



Concepts: Al opens enormous opportunities, but it is important to identify which are
the most promising, and where. This means that simulations, exercises and warga-
mes will be necessary, to test and devise new concepts and doctrines as well as to

promote additional technological development.

Technological superiority: the rapid and massive changes now taking place in technology
could undermine the technological superiority of NATO and its Allies. Reinvigorat-
ing investments in R&D, through a pledge for our children, is a first condition for pre-
serving NATO?’s current leadership. Promoting cooperation as well as coordination
on investments and reforms, such as in defence procurement, are also important
steps. Similarly, NATO and its Allies have a strong interest in ensuring that public

funding moves Al research away from short-term, narrow goals.

Aprms control and technology regimes: deterrence and defence have played, historically, a
key role within NATO. NATO and its Allies, however, have also paid close atten-
tion to arms control over the years. The field of Al must not be an exception. As
armed forces experiment and innovate, NATO and its Allies have a strong incentive
in identifying potential multilateral solutions which preserve international stabili-
ty. Control regimes are likely to work only zis-a-vis specialized algorithms, training
data and semiconductor manufacturing equipment. An Open Skies-like treaty for Al

could, however, be pursued.

The data pipeline and the Al Network Trinity: adopting and integrating Al requires in-
frastructure and material support that must be designed, developed and maintained.
First, organizations need a data pipeline to gather, store and process data. While
many argue that Al is ubiquitous, and thus easily accessible, the data pipeline rep-
resents a major challenge. AI will yield its full potential, however, only when the oth-
er elements of the Al Network Trinity will be available: quantum, cloud computing
and 5G networks. Besides R&D funds in these domains, for NATO and its Allies,
important questions beg for an answer: for instance, should NATO provide cloud
computing in the same way it provides airspace management (AWACS) or ground
surveillance (AGS), or should this be sourced from big tech? This and related issues
should also be examined in relation to 5G communications as well as quantum com-

puting.

Standards and standardization: the most concrete way of translating ethical commit-
ments and policy directions into technology is through standards. These — whether

technical or non-technical — represent a niche area mastered by a small group of



6

“NATO-MATION”: STRATEGIES FOR LLEADING IN THE AGE OF ARTIFICIAL INTELLIGENCE

experts. However, if NATO Allies want to preserve their technological leadership,
achieve interoperability as well as mould the normative imperatives driving the em-
ployment of artificial intelligence, they will have to address several issues related to

standards, from common approaches to priority areas to R&D investments.

o Upholding democratic values and free markets: democratic institutions and free markets

represent the major strength of NATO, as they enable ideas to thrive, bloom and
ultimately change the world. However, new technologies, coupled with old and new
methods, can be used to undermine the correct functioning of open and democrat-
ic societies as well as free markets. This is a subtle challenge, though it cannot be
neglected. Prompt answers are needed to counter disinformation, illicit transfer of

technology and unfair trade practices.



Foreword

There is no question that Artificial Intelligence (Al) is a game changer for military
affairs. Some, as Frank Hoffman, from the US National Defence University, go
as far as arguing that Al may alter the immutable natute of war.®> Al will bring radical
improvements to all military functions, from the physical to the cyber domain through the
cognitive domain. It will bring or enhance the ability to deect and recognize data or even predict
future data; to seek correlations between data in order to deduce a generic form of behaviour
or on the contrary flag up abnormal behaviour; to gpzmige highly combinatorial problems
such as logistical flows or flight paths; to reason in order to deduce ot diagnose; and finally will
enable complex autonomous functions, including for a wide group of platforms (swarming).

To allow Al to bring all these improvements, those will have to be catalysed and
enabled by policies, strategies and conceptual reflections. We need a comprehensive
approach embracing topics such as a strategic approach of data, computing capacity and
communication channels.

Beyond that, we must also acknowledge that defence is not the driving force of
technological developments in Al. The technology is and will continue to be made
available by the commercial sector. The question is: are we agile enough to seize it? The
pace of technological developments of the digital economy is of a magnitude that is totally
unknown for the traditional defence acquisition systems. The real battle is therefore one
of the uses, to be able to leverage volatile technologies before they become obsolete. That
means that the real question for Al in the military realm is not so much the technology
as it is the across-the-board transformational effort (organizational, cultural, conceptual,
procedural) that it will take to reap its benefits.

We must also obviously adopt a DOTMLPFI® capability development approach, with a
specific focus on the human dimension, which is essential to operationalize Al. Man-ma-
chine teaming is key and must rely on well-designed man-machine interfaces but first and
foremost on informed trust to the machine (not blind faith!) and clear decision processes

— which puts the human being in the appropriate place with respect to the kind of decision

2 See “Getting to grips with military robotics Autonomous robots and swarms will change the nature of warfare”, The
Economist, 25 January 2018.

3 Docttine, Otganization, Training, Matetiel, Leadetship and education, Personnel, Facilities and Interoperability.
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and which are in compliance with our legal obligations and ethical principles.

In this context, I applaud the initiative taken by Andrea Gilli at the NATO Defense
College to offer such a comprehensive and thought-provoking body of work to inform the
establishment of a NATO Al strategy. I am therefore honoured to preface this remarkable
study.

Many of its proposals closely match Allied Command Transformation (ACT) efforts to
lead the transformation of NATO’s military instrument of power, and principally ACT’s
own contribution to the establishment of a NATO Al strategy. This strategy should aim at:
leveraging Al to out-think, out-perform, and out-pace our potential adversaries; improving
decision making at every NATO echelon; optimizing performance of priority NATO
capabilities; and driving agility and continuous improvement.

Such a strategy requires efforts in various directions. We should start by sourcing
commercially mature Al applications to demonstrate value and create eatly momentum
for the adoption of Al We must also improve our ability to pro-actively shape the Al
technology investment landscape and development of the defence specificities.

Moreover, NATO has to rethink its operating model and organization with a prime
focus on speed.

Finally, NATO will need to scale Al with a technology and talent foundation, meaning
we need to establish a NATO Infostructure.

A key condition to implement successfully these lines of effort is truly embracing
innovation and agility. ACT, as one of the leading agents for innovation at NATO, has
taken bold steps in this direction in the last two years. We established an Innovation
Branch, a place where our innovators are “protected and nurtured”, to use the words of
the “NATO-mation” study. As part of it, our Innovation Hub has been equipped with
an “Open Innovation Lab” capability, implementing state-of-the-art agile methodologies
(“DevSecOps™). Our Innovation motto, “Start Small, Think Big, and Scale Up towards
Full Scale Continuous Innovation”, is a concrete way to phrase the “3S” strategy approach
proposed by the “NATO-mation” study.

The Lab is notably exploring currently the potential of Al to mine and analyze open
source datasets to provide Intelligence communities easily-accessible, supplementary data
facilitating target area risk assessment during mission planning and real time operations.

We need to build upon these successful experimentations and adopt the agile approach
at the NATO Enterprise level. This is the intent of the proposals put forward with our
sister command, Allied Command Operations, and of the partnership we established this

4 A set of agile practices that combines software development (Dev), security (Sec) and information-technology opera-
tions (Ops).



summer with the NATO Communications and Information Agency (NCIA) to work
towards the adoption of DevSecOps in NATO at scale.

Scaling up is also about appropriately funding innovation, an imperative that we have
raised on numerous occasions and that I will continue to advocate with passion.

On another note, ACT strives to cultivate an innovative workforce through our regular
“13” (initiate, innovate, imagine) events, and bring fresh perspective to NATO through our
young disruptor forum, Hackatons and Innovation Challenges.

We also explore the potential of emerging technologies through Disruptive Technology
Assessment Games in order to help build concretely common understanding among the
Allies, and address the interoperability issues upstream via our TIDE Sprint events.

We have established a pool of expertise on data within ACT, notably missioned to
advocate for NATO to become a Data Driven Organisation.

Last but not least, we support NATO HQ to progress on the key ethical questions
raised by the adoption of Al for military purposes. On this topic, I am convinced that we
will identify these issues as we progress — we are just at the beginning of our journey. My
message to our political leaders is that the ethical reflections are essential but must not slow
us down in the exploration of the potential of this technology and in our R&D efforts.

This study comes in handy to make our case on the necessity to continue these efforts!

André Lanata
General, French Air Force

Supreme Allied Commander Transformation






Introduction

According to many observers, artificial intelligence (AI), machine learning (ML) and
big data (BD) are going to promote a dramatic technological transformation affecting
every aspect of our lives, every industry and profession, every layer of our societies, with
major implications also for international politics.” The consequences for military affairs
and international security are still not fully appreciated or understood.® Nonetheless,
building on previous cases, as well as historical experience with other major technological
revolutions, we can reasonably conjecture that the fallout will likely be massive. Countries
— and alliances — unable to adapt quickly and thoroughly will be left by the wayside.’
Understanding, preparing for and exploiting this technological transition is thus of utmost
importance for NATO and for its Allies.®

The Atlantic Alliance as a whole has an obligation to preserve and extend its military
power, maintain its level of prosperity and internal cohesion, lay the conditions for future
wealth creation, and make its action more efficient and effective, starting from its core
tasks: collective defence, crisis management and cooperative security.” The technological
transformation triggered by Al, ML and BD will, however, challenge many of the

assumptions, procedures, capabilities, skills as well as doctrines and strategies underpinning

5 P.Domingos, The master algorithm: how the quest for the ultimate learning machine will remake onr world, Basic Books, New York,
NY, 2015; K. Lee, Al super-powers: China, Silicon 1V alley and the new world order, Houghton Mifflin Harcourt Publishing Com-
pany, New York, NY, 2018; D. M. West and J. R. Allen, How artificial intelligence is transforming the world, Brookings Institution,
Washington, DC, 2018; M. Muro, R. Maxim and J. Whiton with 1. Hathaway, Automation and artificial intelligence: how machines are
affecting people and places, Brookings Institution, Washington, DC, 2019.

6 M. C. Horowitz, “Artificial intelligence, international competition, and the balance of power”, Texas National Security
Review, Vol.1, No.3, 2018, pp.37-57. M. C. Horowitz, G. C. Allen, E. B. Kania, P. Scharre, Strategic competition in an era of artifi-
cial intelligence, Washington, DC, Center for New American Security, 2018; S. Ahmed ¢ a/, “Al, China, Russia, and the global
order: technological, political, global, and creative perspectives”, A Strategic Multilayer Assessment (SMA) Periodic Publication, US
Department of Defense, Washington, DC, 2018.

7 M. Purdy and P. Daugherty, How Al boosts industry profits and innovation, Accenture, 2017; M. Purdy and P. Daugherty, Why
artificial intelligence is the future of work, Accenture, 2016.

8  B. Scott, S. Heumann and P. Lorenz, Artificial Intelligence and foreign policy, Berlin, Stiftung Neue Verantwortung, January
2018.

9 M. L. Cummings ez al., “Artificial intelligence and international affairs: disruption anticipated”, Chatham House Report,
London, Chatham House, 2018; P. Layton, Algorithmic warfare applying artificial intelligence to warfighting, Canberra, Air Power
Development Centre, 2018; M. L. Cummings, “Artificial intelligence and the future of warfare”, Research Paper, London,
Chatham House, 2017.
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NATO’s cutrent activities."” There can be no substitute for understanding, preparing and
exploiting this Al-centred technological transition, but it will require significant effort."
The first Industrial Revolution — driven by the combined employment of new mechanical
devices — was ultimately about increasing the power of natural energy, and it brought
about a dramatically different international system.'? Similarly, the second Industrial
Revolution, which allowed for large production runs and thus brought economies of scale
centre stage, made “mass” a central tenet of military power, with tragic consequences for
international politics due to the emergence of industrial and total war.”” The third Industrial
Revolution, with its focus on computation, allowed for much higher levels of precision;
and precision came to dominate the battlefield — through long-range guided munitions,
real-time intelligence, surveillance and reconnaissance assets and stealth, among others."
Some define our new era as the fourth Industrial Revolution.”® Others speak of the Second
Machine Age."® Regardless of the name, in the age of intelligent machines, machine speed
will likely prove one of the defining features of future warfare."”

NATO should act so that it can be at the forefront of this transition, rather than
observe it as an onlooker or — even worse — be subjected to it by others. In order to avoid
the risk of lagging behind, Al will have to be integrated across the board — i.e., in every
single aspect and domain, layer and functional area: from data gathering and processing
to communications and cyber-defence, from logistics and medical diagnosis to tactical,

operational and strategic decision-making.'® Such enterprise-level adoption would allow

10 S. De Spiegeleire, M. Maas and T. Sweijs, Artificial intelligence and the future of defense strategic implications for small- and medi-
um-sized force provides, The Hague Centre for Strategic Studies, The Hague, 2017.

11 N. Couch and B. Robins, “Big data for defence and security”, Occasional Paper, RUSI, London, 2013.

12 WL H. McNeill, The pursuit of power: technology, armed force, and society since A.D. 1000, University of Chicago Press, Chicago,
1L, 1982; D. R. Headrick, Power over people: technology, environments, and Western imperialisn, 1400 to the Present, Princeton University
Press, Princeton, NJ, 2010; P. 'T. Hoffman, Why did Europe conquer the world?, Princeton University Press, Princeton, NJ, 2015.

13 M. G. Onorato, K. Scheve, and D. Stasavage, “Technology and the era of the mass army”, The Journal of Economic History,
Vol.74, No.2, 2014, pp.49-81.

14 V. Boulanin and M. Verbruggen, Mapping the development of autonomy in weapon systems, SIPRI, Stockholm, 2017. V. Bou-
lanin (ed.), The impact of artificial intelligence on strategic stability and nuclear risk, Vol.I: Euro-Atlantic Perspectives, SIPRI, Stock-
holm, 2019; L. Saalman (ed.), The impact of artificial intelligence on strategic stability and nuclear risk, Vol.11: East Asian Perspectives,
SIPRI, Stockholm, 2019; P. Topychkanov (ed.), The impact of artificial intelligence on strategic stability and nuclear risk, Vol.I11: South
Asian Perspectives, SIPRI, Stockholm, 2020.

15 B. D. Watts, The evolution of precision strike, Center for Strategic and Budgetary Assessment, Washington, DC, 2013.
16 K. Schwab, The fourth industrial revolution, Crown Business, New York, NY, 2016.

17 M. Kanaan, T-Minus: humanity’s countdown to artificial intelligence and the new pursuit of global power, BenBella Books, Dallas,
TX, 2020.

18 W. A. Carter, E. Kinnucan and ]. Elliot with W. Crumpler and K. Lloyd, A national machine intelligence strategy for the United
States, Washington, DC, Center for Strategic and International Studies, 2018; M. Iansiti and K. R. Lakhani, Competing in the
age of Al strategy and leadership when algorithms and networks run the world, Harvard Business School Press, Cambridge, MA, 2020,
p.114.
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Allied forces to run every single procedure and process at machine speed, and thus not find
themselves outcompeted. Admittedly, enterprise adoption is challenging — even more so
for Al given that it requires different organizational solutions and culture, talent and skills,
and infrastructure support.”’

The defence and military capabilities of NATO countries are tightly integrated and
coordinated, resulting in combined military power where the sum is greater than its parts.
NATO and its Allies will have to integrate Al at enterprise level — in order to preserve their
military and technological leadership in the near future — both at the national and coalition
level. The challenge will thus be massive.

Building on existing academic research and policy discussions, including those related
to a NATO Artificial Intelligence Strategy,” this Research Paper has a twofold purpose: to
contribute to existing debate within the Alliance on Al, ML and BD, and key related issues;
and to advance a number of proposals centred on the concept of “NATO-mation” —
i.e., equipping the Alliance with the capabilities, organizational structures and strategies to
compete in the world of AL*

Given the major changes now under way, the Atlantic Alliance has a unique opportunity
to shape this transformation, rather than sit by as an onlooker. With the concept of
“NATO-mation”, this Research Paper aims to promote this goal. The research is based on
two guiding principles. On the one hand, individual measures will be crucial to sustain and
expand the Alliance’s economic, technological and hence military power, and adapt it to
new circumstances and needs. On the other hand, coordination and cooperation among the
Allies will be necessary to address the resulting challenges and ensure continued integration

in the NATO context.” Uncoordinated individual actions risk creating a major offset in

19 E. Schmidt et al., NSCAI interim report and first quarter recommendations memo, The National Security Commission on
Artificial Intelligence, Washington, DC, 2019; E. Schmidt ez al, NSCAI interim report and second quarter recommendations memo,
The National Security Commission on Artificial Intelligence, Washington, DC, 2020; E. Schmidt ez al., NSCAI interim report
and third quarier recommendations memo, The National Security Commission on Artificial Intelligence, Washington, DC, 2020.

20 D. J. Trump, Executive order on maintaining American leadership in artificial intelligence, White House, Washington, DC, 11
February 2019; US Department of Defense, Arificial intelligence strategy: harnessing Al to advance onr security and prosperity, US
Department of Defense, Washington, DC, 2019; E Parly, “L’intelligence artificiclle au service de la défense”, Rapport de la
Task Force LA, Ministere des Armées, Paris, 2019.

21 Public discussions of NATO ongoing work on Al as well as about its Al Strategy can be found in Schmidt ez al., NSCAI
interim report and third quarter recommendations Memo, pp.188, 193-195.

NATO has so far produced two unclassified (but not for public release) documents, which have also been mentioned in pub-
lic: E. Christie, Deputies committee: ant s technologies White Paper, Brussels, September 2020; E. Christie, Deputies committee: an
artificial intelligence White Paper for NATO: dynamic adoption, responsible use, Brussels, July 2020.

22 A. Gilli, “Preparing for NATO-mation: the Atlantic Alliance toward the age of artificial intelligence”, NDC Policy Brief
No.4, NATO Defense College, Rome, 2019.

23 A. Imbrie ef al., Agile alliances. How the United States and its allies can deliver a democratic way of Al Center for Security and
Emerging Technology, Washington, DC, 2020; C. Lawrence and S. Cotdey, “The Case for increased transatlantic cooperation

on artificial intelligence”, Paper, Harvard Kennedy School-Belfer Center for Science and International Affairs, Cambridge,
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capabilities among Allies, with a number of negative implications for interoperability,
cohesion and consensus. Moreover, because of the very nature of the technologies at
hand, the consequences of failure to work in concert could prove even more dramatic.”
The challenge is therefore not limited to technology per se, but includes other equally
relevant domains. This is why discussion of the “NATO-mation” concept is divided into
the following 11 building blocks:

Ethical purpose: making sure that NATO acts in the ethical domain, following and
promoting its founding principles and moral commitments;

o Championing innovation: identifying an innovation champion to lead, support, connect
and engage with all Allies and relevant stakeholders;

e Pilot projects: favouring adoption by promoting small, secure projects with greater
likelihood of success;

o An innovative workforce: understanding and addressing the human capital requirements
this new transition entails;

*  An innovative workplace: changing organizations to attract and retain talent and thus
enable innovation;

*  Concepts: running simulations, exercises and wargames to test and devise new
concepts and technologies;

o Technological superiority: maintaining and extending technological leadership and
developing new relevant technologies;

o _Arms control and technology regimes: supporting mechanisms to strengthen international
stability and prevent diffusion of critical technologies;

o The data pipeline and the Al Network Trinity: promoting the development of the
ecosystem necessary to exploit Al, including cloud and quantum computing and 5G
networks;

o Standards and standardization: enabling interoperability and translating strategic

imperatives and ethical commitments into technological solutions;

MA, 20205 J. P. Meltzer, C. Kerry and A. Engler, Submission to the EC White Paper on artificial intelligence (Al): the importance and
opportunities of transatlantic cooperation on Al, Brookings Institution, Washington, DC, undated; S. R. Soare, “Digital divide?
Transatlantic defense cooperation on artificial intelligence”, Brigf 3, European Union Institute for Security Studies, Paris,
2020; E. H. Christie, “The NATO Alliance and the challenges of artificial intelligence adoption” and S.-C. Fischer, “NATO
and artificial intelligence: the role of public-private sector collaboration”, Papers presented for the “NATO Decision-Making:
Promises and Perils of the Big Data Age” organized by University of Bologna, Istituto Affari Internazionali and NATO
Allied Command Transformation, 17 November 2020.

24 D. Fiott and G. Lindstrom, “Artificial intelligence. What implications for EU security and defence?”, Brief, No.10, Eu-
ropean Union Institute for Security Studies, Paris, 2018.
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*  Primacy of democracy: protecting democracy and democratic values against digital
authotitarianism.
For each of these building blocks, the paper will discuss the importance of the issue, the

key challenges, potential solutions and possible recommendations.






Understanding the revolution:
artificial intelligence, machine learning and big data

Technology is changing at an accelerating pace. However, what we are observing is
unlikely to be a simple instance of technological change. Graham Allison and Eric
Schmidt state that “Al technologies will be drivers of future economic growth and national
security”.” In a similar vein, Kai-Fu Lee notes that major “technological breakthroughs
in AI have finally yielded practical applications that are poised to change our lives”.** He
thus envisions an “Al world order” which “will combine winner-take-all economics with an
unprecedented concentration of wealth in the hands of a few companies in China and the
United States”.*” According to Erik Brynjolfsson and Andrew McAfee, the change is even
more dramatic as “computers and other digital advances are doing for mental power |...]
what the steam engine and its descendants did for muscle power” in the past.”® Others like
Gill Patt go even further and describe the arrival of Al and robotics as a new Cambrian
explosion that, like the evolution of eyesight half a billion years ago, could dramatically
reshape the world we live in.*” Pedro Domingos adds in fact that “Homo Sapiens is the
species that adapts the world to itself instead of adapting to the world. Machine learning
is the newest chapter in this million-year saga: with it, the world senses what you want and
changes accordingly, without you having to lift a finger”.”’

In order to understand the implications of this transformation, it is first and foremost
important to understand its origins. This involves focusing on a number of contributory

factors.

Processors. In 1965, Gordon Moore plotted a simple graph showing the growth in the num-

25 G. Allison and E. Schmidt, “Is China beating the US to Al supremacy?”, Belfer Center for Science and International Affairs
Paper, Cambridge, MA, Harvard Kennedy School, 2020.

26 K. Lee, Al superpowers: China, Silicon Valley, and the new world order, Boston, MA, Houghton Mifflin, 2018, p.x.
27 Ibid, p21.

28  E. Brynjolfsson and A. McAfee, The second machine age: work, progress, and prosperity in a time of brilliant technologies, W. .
Norton & Co., New York, NY, 2014.

29 G. A. Pratt, “Is a cambrian explosion coming for robotics?”, Journal of Economic Perspectives, Vol.29, No.3, Summer 2015,
pp-51-60.

30  Domingos, The Master Algorithm, xv.



18  “NATO-MATION”: STRATEGIES FOR LLEADING IN THE AGE OF ARTIFICIAL INTELLIGENCE

ber of transistors per silicon wafer.”! He predicted that the number of transistors would
keep doubling every eighteen months. In his prediction, Moore was helped by Intel, the
company he co-founded and which, even at times when the industry slowed down, kept
investing in R&D, thus probably changing not only the microelectronic industry but also
the world.” Since 1965, the number of transistors has kept increasing and, although the ac-
celeration of the curve has slowed down recently, the end result is a tremendous increase in
computational power over the past 60 years.” For instance, Brynjolfsson and McAfee note
that a computation requiring 89 years in 1982 would nowadays take just a few minutes.”
There are, fundamentally, two types of microprocessors: specialized and generic. Special-
ized microprocessors can be used only for specific applications. Generic microprocessors
can be used for several purposes. In 1971, Intel made the key choice of designing generic
microprocessors — although at that time it was probably not fully aware of the dramatic
opportunities it was opening up.”® The rest is history: the demand for microprocessors
skyrocketed, as they could be integrated into every possible field and industry. Producers
could thus benefit from enormous economies of scale, complemented by the extremely
low matginal costs of semiconductor production.” In the early 2010s, however, specialized
processors started to come back: in order to run ML algorithms, demand moved from
generic central processing units (CPUs) to specialized microchips like graphics processing
units (GPUs), field-programmable gate arrays (FPGAs) and application-specific integrated
circuits (ASICs).”” The main difference between general and specialized microprocessors,
in very simple terms, is their capacity to run parallel, rather than sequential, operations:

these are, in turn, more suitable for machine learning applications.”™ This brings us to the

31  G. E. Moore, “Cramming more components onto integrated circuits”, Electronics, Vol.38, No.8, 19 April 1965.

32 M. S. Malone, The Intel trinity: how Robert Noyce, Gordon Moore, and Andy Grove built the world’s most important company, Harper
Collins, New York, NY, 2014.

33 N. Thompson and S. Spanuth, “The decline of computers as a general purpose technology: why deep learning and the
end of Moore’s law are fragmenting computing”, 20 November 2018, available at SSRN: https:/ /ssrn.com/abstract=3287769
or http://dx.doi.org/10.2139/ssrn.3287769

34 Brynjolfsson and McAfee, The second machine age. More generally, between 1850 and 2006 computing has increased,
depending on the measure, by a factor of 2 trillion to 76 trillion. See W. D. Nordhaus, “Two centuries of productivity growth
in computing”, Journal of Economic History, Vol.67, No.1, March 2007, pp.128-159.

35 Malone, The Intel trinity.

36 A.S. Grove, Only the paranoid survive: how to exploit the crisis points that challenge every company, Currency/Doubleday, New
York, NY, 1996. It is not difficult to see how the pace of semiconductor evolution imposed by Intel had direct effects on
the Cold War, making competition for the Soviet Union basically impossible. See S. G. Brooks and W. C. Wohlforth, “Power,
globalization, and the end of the Cold War: reevaluating a landmark case for ideas”, International Security, Vol.25, No.3, Winter
2000/01, pp.5-53.

37 J. L. Hennessy and D. A. Patterson, Computer architecture: a quantitative approach, Morgan Kaufmann, Sixth Edition, Cam-
bridge, MA, 2019, pp.2-67.

38  N. Thompson and S. Spanuth, “The decline of computers as a general purpose technology: why deep learning and
the end of Moore’s law are fragmenting computing”, SSRN, 20 november 2018, available at https://papets.ssrn.com/sol3/
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role of software.

Algorithms. There are two reasons why, in the early 2010s, companies started using spe-
cialized microprocessors. One has to do with seminal changes in the field of algorithms.”
Computer scientists achieved major breakthroughs in different ML techniques, in particu-
lar in the field of deep neural networks, which enabled unprecedented results in terms of
algorithmic accuracy.”’ The other reason has to do with the pervasiveness of software ap-
plications. In 2011, Marc Andreessen noted that “software is eating the world”.*' This claim
was prompted by the growing capabilities of software, including emerging progress in the
realm of Al, coupled with distributed access to fibre cable and mobile connectivity, as well
as availability of data. This combination would inevitably enable software to play a major
role in all realms of the economy and society. Since then, the application of algorithms has
indeed expanded dramatically to encompass different types of problems, challenges and
domains, and Al applications and companies have expetienced an unprecedented surge.*
The other reason accounting for the use of specialized microprocessors is related to the

growing availability of data, which brings us to the next point.

Data. Recent progress in ML can be understood, in turn, only by considering the explosion
of digital data.* Since it started in the 1970s, the microelectronics revolution has spread
to every domain of society, enabling the digitalization of different types of information,
including text, sound, images and many others. This process, in turn, was favoured by the
spread of laptops and other portable devices such as smartphones, tablets and other elec-
tronic devices that relied on sensors (smartwatches, radar systems, space satellites, traffic
cameras, etc.). Bernard Brodie, in the early days of the Cold War, noted that the invention
of nuclear weapons brought about a fundamental change in strategy: it was no longer
about planning how to win a war, but about thinking how to avoid it.* The explosion of
digital data had a similar effect: from looking for information, the challenge has moved to
handling an unmanageable amount of data. According to estimates from the McKinsey
Global Institute, companies around the world “stored more than 7 exabytes of new data

on disk drives in 2010, while consumers stored more than 6 exabytes of new data on their

papers.cfmrabstract_id=3287769

39 B. Buchanan and T. Miller, “Machine learning for policy makers: what it is and why it matters”, Paper, Belfer Center for
Science and International Affairs, Harvard Kennedy School, Cambridge, MA, 2017.

40 G. Allen, Understanding Al technology, US Department of Defense, Joint Artificial Intelligence Center, Washington, DC,
2020.

41 M. Andreessen, “Why software is eating the world”, The Wall Street Journal, 20 August 2011.

42 1. Goodfellow, Y. Bengio and A. Courville, Deep learning, The MIT Press, Cambridge, MA, 2016.

43 J. Kraynak and D. Baum, Cloud data warehousing for dummies, John Wiley & Sons, Hoboken, NJ, 2020.

44 B. Brodie (ed.), The absolute weapon: atomic power and world order, Harcourt, Brace and Company, New York, 1946.
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devices”. To put this in perspective, “one exabyte of data is the equivalent of more than
4,000 times the information stored in the US Library of Congress”.* Since that estimate,
however, the datasphere, as IDC calls it, has grown from around 1 zettabyte in 2010 to
around 20 zettabytes in 2016, and arrived at over 60 in 2020: expectations are that it will
reach 175 zettabytes by 2025. Since one zettabyte is equivalent to a trillion gigabytes, if “you
were able to store the entire Global Datasphere on DVDs, then you would have a stack of
DVDs that could get you to the moon 23 times or circle Earth 222 times”.*

Figure 1: Expansion of the datasphere, 2010-2025
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Source: Ilustration from V'eronica Rodrigo

45 J. Manyika et al., Big data: the next frontier for i ti spetition, and productivity, McKinsey Global Institute, New York,
NY, 2011.

46 D. Reinsel, ]. Gantz and J. Rydning, “The digitization of the world from edge to core”, IDC White Paper, International
Data Corporation, Framingham, MA, 2018.
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The modern concept of Al was formally launched in a now-famous 1956 conference
at Dartmouth College in Hanover, New Hampshire.*” Since then, Al as a field has gone
through several winters, when freezes in funding because of scepticism about the limitations
of technology hampered progtess or the generation of realistic business opportunities.* In
the 2010s, the picture changed.” With more capable processors, new ML techniques, and
plenty of data, the capabilities of Al rose at dramatic speed, and many started investigating
their effects — on employment, on prosperity, and on international stability. While some have
provided pessimistic views, others have been more optimistic, underlining the advantages
of these technologies for identifying and addressing problems.*

Scholars and observers might disagree on where the implications of Al, ML and BD
mostly lie, but there is general agreement about their extent: the effects of this technological
transformation for society, economy and international politics will be massive.”’ Some
believe that the age of “the singularity” is near —i.e., the time when computers will overtake
human intelligence.” In that scenario, machines will be able to outperform human beings
in multiple tasks. This is called general AL. Nowadays, in contrast, algorithms are designed
only for a narrow number of fields. Simply speaking, a software can defeat a human being
at chess or at Go, but it cannot spot the difference between a happy and a sad face.” For
this, we need another specialized algorithm, but this in turn is unable to conduct tasks like
logistic optimization or recognition of street signals. The fact that we need different Al
systems for different applications is a good illustration of what is meant by narrow Al
Exponential improvement in performance is attainable, but within tightly circumscribed
boundaries.

Whether general Al will arrive or not is a debated issue that cannot be comprehensively
addressed here.”* What is more important is to focus on the likelihood that the ongoing
technological transformation will yield major effects — whether general Al capable of

outperforming human beings in several tasks will emerge, or there will be a multitude of

47 M. Haenlein and A. Kaplan, “A brief history of artificial intelligence: on the past, present, and future of artificial intel-
ligence”, California Management Review, Vol.61, No.4, August 2019, pp.5-14.

48  N. Nilsson, The guest for artificial intelligence, Cambridge University Press, Cambridge, 2010; N. Miailhe, “The geopolitics
of artificial intelligence: the return of empires?”, Politique étrangére, Vol.83, No.3, Autumn 2018.

49 Kanaan, T-Minus Al, pp.117-133.

50  A. Agrawal, J. Gans, A. Goldfatb, Prediction machines: the simple economics of artificial intelligence, Harvard Business Review
Press, Cambridge, MA, 2018, Harvard Business School, 2018; C. Benedikt, The technology trap: capital, labor, and power in the age
of antomation, Princeton University Press, 2019.

51 M. Wooldridge, The road to conscions machines: the story of Al, Penguin Books, New York, NY, 2020.
52 R.Kurzweil, The singularity is near: when humans transcend biology, 1* edition, Viking Press, New York, NY, 2005.

53 For a general technical discussion on artificial intelligence, see S. Russell and P. Norvig, Arsificial intelligence: a modern
approach, Upper Saddle River, NJ, Prentice Hall, 2010, 3 edition.

54 N. Bostrom, Superintelligence: paths, dangers, strategies, Oxford University Press, Oxford, 2014.
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algorithms specialized in narrow fields. There are two important points to bear in mind
here. On the one hand, as Marco lansiti and Karim Lakhani from Harvard Business School
note, to “bring about the kinds of dramatic changes we are describing, Al need not to
be indistinguishable from human behaviour or capable of simulating human reasoning
[...]. Imperfect, weak Al is already enough to transform the nature of firms and how they
operate”.” Similarly, Michael Kanaan stresses that “narrow Al presents enough actual and
immediate concerns to warrant our full attention”.”® On the other hand, Al promises to be
employed for several tasks and missions in a plurality of fields —i.e., there is the prospect of
its ubiquity. Economists describe Al as a general-purpose technology (GPT), a pervasive
entity whose impact will reverberate across multiple sectors of the economy and society —
as seen with the steam engine and electricity before it.”” GPTs are, however, particular types
of technology: not only do they have major long-term economic implications, but they also
require investments in complementary assets, services and goods, in order to unleash their
full potential.”® For instance, when merchant fleets and navies moved from sailing boats to
steamships, they had to secure supplies of coal, build coaling stations around the world,
as well as train sailors for the new onboard instrumentation and cruising techniques.”’
Similarly, electrification was much more than the employment of electricity, as it required
investments in wiring, electric bulb manufacture and related materials; creation of rules
and standards to address legal needs and incompatibility issues; political and social support,
which were undermined by fear about the new technology and by social malaise and unrest
from those losing from it; as well as a fundamental redesign of manufacturing facilities.”’
The same considerations realistically apply to AlL

Moreover, like previous GPTs, Al will likely see its application in the economy and
society transition to the military realm.”" This is why attention to Al is warranted: more
often than not, major economic transformations brought about by GPTs severely impact
the production of military power, as well as the dynamics of the international system and

its evolution.® Importantly, changes do not have to be immediate and massive: even slow,

55 lansiti and Lakhani, Competing in the age of Al: strategy and leadership when algorithms and networks run the world, p.4.
56  Kanaan, T-Minus AI p.133.
57  E.Helpman (ed.), General purpose technologies and economic growth, Cambridge, MA, The MIT Press, 1998.

58 T. Bresnahan and M. Trajtenberg, “General purpose technologies: engines of growth”, Journal of Econometrics, Vol.65,

pp.83-108.
59  B. Brodie, Seapower and the machine age, Princeton University Press, Princeton, NJ, 1962.

60 T. P. Hughes, Networks of power: electrification in Western Society, 18801930, Johns Hopkins University Press, Baltimore,
MA, 1993.

61 Schmidt ez al., NSCAI Interim Report and First Quarter Recommendations Menmo.

62 M. Knox and W. Murray (eds.), The dnamics of military revolution, 1300-2050, Cambridge University Press, New York, NY,
2001.
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but incremental technological change can have major cumulative effects.”” The fact that we
live in an age when such changes are accelerating means that major disruptions are even
more likely.**

Over the past few years, both academics and policy-makers have paid increasing
attention to Al, ML and BD capabilities, as well as their economic, social, political and
military implications.” Initially, observers have investigated and discussed the possible
micro- and macro-economic implications of Al, including companies’ competitiveness
and organizational structure, the labour market, public policy and economic growth.®
Progressively, scholars have tried to provide analytical lenses to handle and tackle this
transformation, including focusing on the demand for complementary goods or on
principles behind organizational change and adaptation.” In policy citrcles, too, Al has
garnered significant attention. At least 50 governments have issued national Al strategies,
with many more releasing their own documents to exploit the age of intelligent machines.®®
Similarly, more than 80 actors, including international organizations and the private
sector, have released Al ethics strategies, an area where the European Union, UNESCO
and the OECD are to the fore.” At the same time, in the field of security studies, the
discussion has moved away from narrow debates on lethal autonomous weapons to focus
on broader topics, consistent with the far-reaching impact of Al on societal and economic
transformation.”” This includes the strategic effects of this wave of technological change:
who wins technological races, whether strategic stability and arms control are threatened,
what it means for military power and combat effectiveness, and what the implications are

for defence procurement and the arms industry.” Recently, policy citcles have started to
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CA, 2011; N. Henke ¢t al., The age of analytics: competing in a data-driven world, McKinsey Global Institute, San Francisco, CA,
2016; J. Bughin ez al., Artificial intelligence: the next digital frontier, McKinsey Global Institute, San Francisco, CA, 2017.

66  C. B. Frey, The technology trap: capital, labor, and power in the age of antomation, Princeton University Press, Princeton, NJ, 2019.
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age of AI, Harvard Business School Press, Cambridge, MA, 2018.
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highlight the importance of looking at these issues from a transatlantic perspective.” This

is the focus of the next section.

72 Imbrie et al., Agile alliances. How the United States and its allies can deliver a democratic way of Al C. Lawrence and S. Cordey,
“The case for increased transatlantic coopetation on artificial intelligence”, Paper, Belfer Center for Science and International
Affairs, Harvard Kennedy School, August 2020; Meltzer, Kerry and Engler, Submission to the EC White Paper on artificial intelli-
genee (AI); Soare, “Digital divide? transatlantic defense cooperation on artificial intelligence”; Christie, “The NATO Alliance
and the challenges of artificial intelligence adoption”; Fischer, “NATO and artificial intelligence”.



“NATO-mation”: preparing for
technological transformation

‘ >< That are the implications of the growing capabilities and dissemination of AI, ML

and BD for NATO? Is the Atlantic Alliance powerless when faced with this wave of
technological change, or could it adopt some measures to handle and address the ensuing
challenges and opportunities? And what should Allies do? Should they pursue arms control
or promote research and development, address legal and ethical questions, or just focus
on the tactical integration of these new technologies? How can the Allies exploit their
combined, but diverse, set of skills, capabilities and experiences so as to harness the power
of AI?

Building on the previous discussion of Al as a GPT, it appears that the challenge for
NATO is subtle, multifaceted and significant. First, in an age of accelerating technological
change and growing domain applicability, catching up with industry leaders and innovators
becomes more and more difficult for those that lag behind.” This means that waiting
is not a solution — even though acting prematurely, in a realm of great uncertainty, is
inherently difficult and risky.”* Second, governments cannot expect that individuals,
firms and organizations will be able to embrace and successfully exploit the new wave
of technological transformation alone, without advice, support, direction, vision or
investments in infrastructure. Third, while some countries will have an advantage, others
will find the transition more difficult. Regardless of this, technological transitions do not
occur in a vacuum, as they require the alignhment of incentives among a multiplicity of
actors, organizations and institutions, as well as the provision of complementary services
and goods for the new technologies to flourish and be adopted.” Fourth, and more
important for NATO, without coordinating and cooperating on their investments in the
necessary complementary assets, goods and services, Allies could find themselves having

to face additional hurdles.

73 W.B. Arthur, Increasing returns and path dependence in the economy, University of Michigan Press, Ann Arbor, MI, 1994.
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What types of problem could emerge? Technology-generated efficiency gains in
production lead to lower prices. However, lower prices lead to increases in demand —
because the relative price of substitute goods (tivals) increases.”” Over the past decade, Al
—and, in particular, ML — has made a particular activity, prediction, cheaper: it is reasonable
to forecast that this trend will continue in the future.”” As Al becomes cheaper, however,
the demand for Al-related services will increase, thus leading to more demand for related
necessities like Al specialists, Al infrastructure (and 5G networks) and Al components
(processors). This in turn might well lead to scarcity and higher prices, thus pitching actors
against one another — not unlike the eatly stages of the COVID-19 crisis, when individual
self-interested actions led to collectively bad outcomes.” In the context of a military
alliance, the problem goes much deeper, as it can generate a beggar-thy-neighbour effect
with allies competing for the same scarce resources.” Moreover, without consultation
and cooperation, Allies could end up developing different technological solutions, with
the risk of undermining compatibility and interoperability. Similarly, they could end up
prioritizing some problems over others, with the risk of developing multiple, different
and redundant solutions while neglecting other points in need of attention.*” However,
through intra-alliance coordination and cooperation, as well as dialogue and consultation,
secondary market mechanisms and other approaches, NATO could provide an important
contribution to identify and address this type of problems.®!

The Atlantic Alliance has already started working on these issues. As this document was
under preparation, the Alliance began to work on drafting an Artificial Intelligence Strategy,
which could be adopted in 2021.%* This would be an important development. Strategies
are important for identifying priorities, means and goals. In business, strategy “guides the
organization toward creating value and thus identify competitive advantages”.* In the case

of Al, as Andrew Ng notes, strategy helps ensure “strategic data acquisition, centralize data
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into small number of data warehouses, [and] understand what data is valuable and what is
not”.** A similar logic applies to the adoption of Al in the field of defence and security.
On the following pages, a number of analyses, ideas, solutions and recommendations about
“NATO-mation” will be developed. Ultimately, these should help to focus on how the
Alliance can equip itself with the capabilities, infrastructure and organizational solutions

needed for the age of intelligent machines.

84 Ibid.






Ethical purpose: ethics and values

(with Zoe Stanley-Lockman)

ATO has an interest, and a moral obligation, to promote the adoption of its values
Nin the realm of Al Democratic values inform the Alliance’s goals, thus giving
meaning to its material capabilities — including its military power. At the same time, the
integration of Al into the fields of security and defence poses unique moral, ethical, legal,
and safety-related questions.” It is thus imperative that the Alliance actively considers and
operationalizes Al ethics, regardless of the degree and scope of Al integration within
NATO and its Allies. The common principles and values pronounced in the Atlantic
Treaty represent the foundations on which NATO was built. Such principles and values —
democracy, freedom, rule of law, individual rights, free markets — are the bond underlying
the transatlantic community, which in fact predates the Atlantic Alliance.®

Norms and values can strongly shape the international system.”” Given the intense
international competition in the technological, military, economic, and normative domains,
embedding democratic values into Al is as much a strategic imperative for the Alliance as it
is a functional one.*® In addition to signalling to domestic populations that NATO and its
Allies follow through on their commitments to uphold values as the basis of the political
and military Alliance, incorporating Al ethics into the “NATO-mation” agenda also serves
as a bulwark against the incursion of unwelcome illiberal values in the course of future
technological development.”

It is worth noting that NATO’s role in the Al ethics sphere differs from that of many

85 A, Gilli (ed.), “The brain and the processor”, NDC Research Paper No.6, NATO Defense College, Rome, 2019.

86  E. Alessandri, “American intellectuals and the idea of an ‘Atlantic Community’ ¢.1890-1949”, Doctoral thesis, Cam-
bridge University Press, Cambridge, 2010.

87  C.Reus-Smit, The moral purpose of the state, Princeton University Press, Princeton, NJ, 1999.
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other organizations, such as national governments and the European Union, because
NATO is not a regulatory body. NATO complies with existing laws and regulations,
including the Laws of War, which nations and the international community created. This
means that regulatory and normative questions such as the development and deployment
of autonomous weapons systems will not be determined at NATO level. Nevertheless,
there is still room for NATO to play a clear role. Indeed, given doubts and worries about
the adoption of Al for military purposes, NATO can help generate more public support
and engagement by clearly defining ethical boundaries and moral guidelines.

The uses of Al in military operations — ranging from logistics to maintenance, from
recruitment to retainment, from intelligence, surveillance and reconnaissance to medical
tests and medical evacuation, and more” — go beyond the discussions on lethal autonomous
weapons systems that have dominated European debate about Al in military affairs.
Accordingly, the range of ethical questions relevant to NATO extend beyond focusing
on the tip of the spear. Seemingly mundane uses of Al, such as in human resources or
decision support, can still pose distinct ethical questions the Alliance should be prepared
to handle. Addressing security risks,”" minimizing bias in systems,’ developing trust,” and
respecting privacy are fundamental tasks for the Alliance to ensure the future effectiveness
of Al, whether in battle or in other functions.

The age of intelligent machines requires the Alliance to reiterate its commitment
to values as new moral and ethical questions emerge, because algorithms do not have
a conscience, personal preferences or moral agency. These statistical machines have no
understanding of good and bad, or fair and unjust.”* All an algorithm can do is achieve
its human-defined reward function, not provide any context or information on whether
the right question is being asked.” Instead of giving moral agency to algorithms, humans
and organizations can view Al as a “moral entity”. This means that we humans are duty-

bound to adhere to our moral code of conduct when interacting with the systems, rather
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than shirking human responsibility to computers.”

At the organizational level, this means
that the design, development and deployment of Al should be “ethically aligned” with the
Alliance’s values and goals.”

This is important because Al is data-intensive, unpredictable and brittle.”® While a
system may work well in the context in which it was trained, it may break in an unfamiliar
setting. The reliance on BD in the current second wave of ML also creates fallibilities,”
given that the algorithms can scale up harm if the data over- or under-represents certain
groups.

results. Some refer to this as the “black-box™ problem, meaning that the outcomes of

' For neural networks in particular, it may be impossible to explain or interpret

these complex Al systems are opaque to humans that either want to reproduce the good,
or prevent the bad from recurring. While traditional software can be debugged to solve a
performance issue, the lack of linear causality between a programmer’s inputs and the Al
system’s outputs means that it is difficult to track bias and reliability. Creating organizational
processes to minimize these concerns across the Al lifecycle is critical to responsible use
of the technology.

Considering Al ethics also means developing trust in systems. Organizations developing
Al applications should think deeply about user expectations related to transparency and
disclosure. Ultimately, these norms will change the distinction between human, Al-assisted
and Al interactions.'”! “Calibrating” trust is especially important for Al-assisted decision
making,'"” a concept whose value will only increase given the emphasis on human-machine
teaming in Allied militaries.'”®

In many cases, the unethical or unacceptable outcomes of Al systems pertain not to

moral dilemmas, but to the reliability and robustness of the systems at hand. As such,
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building trust is fundamentally tied to building safe and secure systems."™ The problem
of bias in Al illustrates the overlap between Al safety and Al ethics: bias is morally
problematic, because it can unfairly harm or systematically discriminate against specific
groups'®

algorithm in a given context."” For NATO, this relates to the safety of enterprise tools and

— and it can also be seen as a failure mode that reduces the reliability of a given

weapons systems alike. In deployments, these safety measures would be critical to ensure
that Al-enabled weapons systems are used in a manner consistent with the principles of
international humanitarian law. As explained in greater detail below, this may also feed into
the eventual standardization process.

While addressing these and other ethical issues is not impossible, it is also not immediate,
especially among different actors who, understandably, may hold variegated views or

priorities. Several courses of action are possible:

Appoint an Ethics Board. The Atlantic Alliance could benefit from establishing an Eth-
ics Board of experts, along the lines of the European Commission’s High-Level Expert
Group on Al or the Al Ethics Committee in the French Ministry of Armed Forces. The
aim should be to start an internal discussion about the applications of Al in the military
domain, and the board should be empowered to monitor the progressive implementation
of ethically alignhed processes, principles, and standards over the medium-to-long term so
as to avoid “ethics washing”."”” The board could be made of specific personalities, or also
represent ethics boards already set up by individual Allies. It is important, however, that a
board of this kind remains in place for the medium term: the upcoming integration of Al
at entry-level will lead to new applications, and thus to wider adoption within the Alliance;
for this reason, an ethics board would be increasingly called on to support trust-building
measures, as well as integration of ethics into the front end of development. Similarly, it
would play an important support role in providing the necessary governance for technical,

moral, legal and ethical questions as the adoption of Al intensifies.'”

Lead and shape with ethical principles. The proposed Ethics Board could start its work from
scratch, defining a new set of guiding ethical principles for NATO and its Allies, or it could
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take a pragmatic approach and borrow from the important work already done by several
institutions, including the OECD and the European Union.'” As recalled above, work
has already been done by international organizations such as the European Union and the
OECD, national governments, such as the US Department of Defense and the French
Ministry of the Armed Forces, private companies like Google and IBM, as well as non-gov-
ernmental institutions like the Institute for Electrical and Electronics Engineering,'” Hav-
ing clear and simple ethical principles is important, both internally, as actors at different
levels need to be able to make choices, and externally, as NATO and its Allies may want
not only to signal their ethical and moral commitments to their own citizenries, including
developers and civil society, but also to shape the international environment. The priority is
to ensure that NATO Allies adopt clear ethical guidelines which reflect their values — such
as democratic representation, civilian control of the armed forces, individual responsibility,
the centrality of human life, and compliance with the Laws of War — and that such values
inform international norms, practices, agreements and possible future treaties. Leading in
this realm means moulding the future security environment, in particular by embedding
democratic values into this pervasive technology.'"' What ethical principles should NATO
adopt when it comes to AI? This will be up to the Ethics Board, if established, or to other
authorities. As recalled, there is, however, a general agreement on some principles:'?

*  Human centricity: Al must be based on fundamental human rights and be aimed at
improving the human condition;

*  Safety and security: Al must be adopted and deployed in a risk management framework
that accounts for and minimizes threats;

*  Explainability and transparency: algorithms are generally opaque. For this reason it is
important that their underlying logic can be understood, and that algorithms are
written in a clear way;

*  Responsibility and acconntability: the deployment of Al must ensure that responsibility
for actions can be identified, especially in the event of error, meaning that indi-

viduals or organizations can be accountable even when responsibility is distributed
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across many stakeholders;

*  Reliability: the development of Al must ensure that it is reliable, and thus does not
operate unpredictably or, especially, pose unanticipated threats;

*  Fairness and inclusion: algorithms must be designed to improve the human condition
and thus reduce bias and discrimination, not exacerbate them; and

*  Privacy and data governance: the privacy and sensitivity of data — with regard to indi-

viduals, equipment, processes or organizations — must be preserved and protected.

Implementation and execution. The transition from principles to action is critical in any activity.
Ethics is no exception, and while issuing comprehensive principles is difficult in any organ-
isation, ensuring their implementation is an even greater challenge so as to strike the fine
line between ethics washing and ethics “bashing”.'” Indeed, governance is an important
factor in ensuring that technology is used responsibly and in line with the Alliance’s desired
outcomes.'* In this respect, NATO may have a relevant role in supporting its Allies. A ded-
icated organization, such as an Artificial Intelligence Integration & Implementation-En-
abling Centre (next chapter), could prove particularly useful, not least because it could help
Allies share concerns, considerations, solutions and best practices as well as support them
with ad hoc training activities.'"” Similarly, aligned principles may eventually be translated
into standards — and related measures such as benchmarks and annotations — an aspect

which will be discussed towards the end of this Research Paper.
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Championing innovation:
artificial intelligence, integration
and the implementation-enabling centre (A3IC)

‘ )i Thile innovation is often treated and discussed as an outcome, it is in fact also a

process whereby champions — whether individuals or organizations — promote
and implement changes leading to performance, mission or operational improvement.''®
Within NATO, many stakeholders have an inherent interest in Al and in promoting the
Al agenda. However, there is no clear “champion” whose goal is to steer the Alliance’s
approach to adopting the technology, promoting the necessary reform, and devising the
best practices for its employment. For this reason, the process of “NATO-mation” could
benefit significantly from a centre specifically intended to serve this goal — tentatively
referred to here as an Artificial Intelligence, Integration and Implementation-Enabling
Centre (A3IC). Such a centre could lead adoption of Al for the Alliance, support Allies in
their own adoption strategies, and connect the relevant offices and institutions at both the
national and NATO levels. With a focus on training and interoperability, an Al champion
for NATO could ensure that the Alliance treats innovation as an ongoing process and
disseminates successful outcomes.

The innovation process often requires a person or an organization mentoring,
supervising, advocating and protecting innovations and innovators. Having an innovation
champion is important to promote those micro-changes that often permit the successful
adoption of an innovation: this is achieved by aligning the interests of all the individuals
involved with the overall goal, so that resistance, opposition and sometimes even boycotting
are minimized and addressed.'” While the buzzword “innovation” is generally perceived
favourably, resistance often emerges because of cultural barriers such as opposition
to change, sociological factors such as group identity and concern for loss of status,

organizational dynamics such as career advancement being hindered by a new technology,
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as well as for cognitive and psychological reasons.'® The old adage goes: the thing people
really hate, more than the way things are, is change.

Military innovation poses even more subtle challenges. Adoption of Al may be perceived
as especially daunting, because the technology is intangible and difficult to quantify: we can
neither touch it nor see it. Additionally, previous lessons of military innovations show
the close relationship between platforms and service identity. For example, innovation
in military aviation became easier when air branches became independent organizations,
separate from armies and navies.'” Similatly, operators of transport or rotary-wing
aircraft have often struggled to obtain the necessary recognition and resources from
within their respective military services. These dynamics also occur between surface and
underwater services, as well as between combat and intelligence or between surveillance
and reconnaissance units. It remains to be seen where Al will fit into the culture of military
organizations, but algorithms, data and processors are unlikely to be in the ensigns of any
military service, at least in the foreseeable future: the tense discussions about counting
drone operations as flying hours or assigning medals to drone pilots bear testament to
that.'” This is a small, but powerful lesson: in the foreseeable future, some military services
could lack interest in, or display insufficient attention to, these domains."” This is why an
AT champion within NATO may be particularly important.'*

There is an additional consideration: interoperability would be difficult without
coordination among Allies. At the NATO level, a centralized body could play a particularly
useful and effective role in this respect. Future discussions could determine whether such
a Centre should be independent, like a Centre of Excellence, or sit within the NATO
Enterprise structure (natural options being under Allied Command Transformation or in
the NATO Communications and Information Agency). There are, however, strong reasons

to assign such a Centre a number of specific goals.
Lead. The Centre should be at the forefront of NATO’s and the Allies’ Al efforts, including

discussions about ethics and ownership of pilot projects (see below) as well as development

of targeted solutions to existing problems and challenges.

118 D. Kahneman, Thinking fast and slow, Farrar, Straus and Giroux, New York, NY, 2011.

119 W. R. Murray and A. R. Millett (eds.), Military innovation in the interwar period, Cambridge University Press, Cambridge,
1996.

120 S. A. Fino, Tiger check: antomating the US Air Force fighter pilot in air-to-air combat, 1950-1980, Johns Hopkins University
Press, Baltimore, MD, 2017.

121 If we look at the traditional military gaps within NATO, we find several examples of joint, enabling or supporting ca-
pabilities which promt at least the question whether services’ attention may not be a possible factor. For a possible discussion,
see J. Rogers and A. Gilli, Enabling the future: European military capabilities 2013-2025: challenges and avennes, in A. Missiroli (ed.),
European Union Institute for Security Studies, Paris, 2013.

122 R. Grauet, Commanding military power, Cambridge University Press, Cambridge, 2016.



CHAMPIONING INNOVATION A. G 37

Support. The A3IC should have an interest in helping Allies adopt Al through a set of
procedures, roadmaps, best practices and, where possible, readily available solutions, either
developed in-house or borrowed from others. From ethics to training, from recruitment
to procurement, from cyber security to data management, the Centre could provide
important support, especially for some Allies or some of their services that may lack in-
house solutions or expertise. Cases in point would be Testing and Evaluation (T&E) and
Verification and Validation (V&V): with the adoption of ML, these will have to be rethought,
upgraded and updated in order to integrate the non-deterministic nature of algorithms into
existing procedures and methods.'” Similarly, in the age of softwate, procurement needs
a major upgrade. In contrast to traditional military platforms, it is faced with a paradigm
shift: rather than deliver finished and well-functioning products, it must come up with
adaptable solutions that, by their very nature, can never be considered as “done” once and

for all.'*

Realistically, not all Allies possess the necessary expertise to face such challenges.
The Centre could play an important role in these areas. Since the Al ecosystem, as this
document shows, is admittedly massive but also scalable, for many Allies it may be much
more convenient to rely on common, Alliance-wide capabilities, since they would probably

struggle to achieve the required depth and the breadth if left to their own devices.

Connect. The Alliance will not be effective if individual Allies’ efforts remain disconnected;
and it will be more efficient if Allies are able to build on each other’s progress and
achievements. The Centre could play a major role in this respect. For instance, the software
community around the world relies on platforms such as GitHub to accelerate software
development.'” The Alliance has the opportunity to move in the same direction, enabling
Allies to benefit from each other’s progress. Researchers in different fields need the same
types of tools, from science workflows to Al-driven experimentation, from testing and
evaluation to other domains. If NATO’s A3IC could provide a central repository of Al
software, it would connect all the actors, accelerate their work and also address potential
failures.'”® Similar considerations apply to data. “Usually, the biggest challenges [are] related
to getting sufficient high-quality training data”. In fact, “system performance is directly tied
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to data quantity, quality, and representativeness”.'” For the A3IC, a key goal would be to
make training data available, as this would dramatically accelerate Allies’ progress. Recent
progress in Al has been possible, because nowadays there are “many open source code
libraries and developer tools that allow organizations to use and build upon the work of
external communities. As a result, no team or organization has to start from scratch, and
may parts that used to require highly specialized expertise have been largely automated”.'”®
The A3IC could play a similar role in making all tools and tests available. This is particularly
important for T&E/V&V activities, as will be discussed later.

Initiate. Building on its own and the Allies” work, the Centre could identify and then
propose solutions to the Allies in order to achieve efficiencies, spread Al fluency and
favour interoperability. Innovation is, often, a cognitive or cultural process: individuals and
organizations need to know they are lagging behind, inefficient or faced with a problem in
order to accelerate, to improve, and to find solutions. The A3IC could approach NATO
Allies and promote readily available packages. The package of administrative and military
functions discussed earlier, where Al can be plugged in, integrated and exploited, would be
beneficial for all Allies.

Train. In order to NATO-mate, Allies’ services and units will have to develop in-house
Al teams — not only to support their activities, but also to execute an initial sequence of
cross-functional enabling projects for different divisions/business units.'” In this respect,
since Al talent — as will be discussed — is scarce and difficult to recruit and retain, Al
training is particularly important. The A3IC could play a relevant role in providing it. On
the one hand, once Al teams are established, they may in fact better understand how
to exploit Al for the purpose of the organization. On the other hand, resistance to Al,
due to lack of knowledge, is likely: “People are naturally nervous about something they
don’t understand”.”™ This is the reason why an “enterprise-wide educational programme
to teach everyone about the basics of Al and its benefits for the workplace” could help
address some concerns and, overall, reduce scepticism.”' The overall goal is to increase Al
literacy within NATO and its Allies, as the US National Security Commission on Artificial
Intelligence notes."”* Howevert, it is important to emphasize the required conceptual change:

not only have individuals to be able to use new tools, but also they also need to be in a
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position to take full advantage of them. For instance, in business, “intelligent analysts are
used to thinking in probabilities [...]. But to make a recommendation for action based on
probabilities, they need justifications to build their case [...]”. Al platforms help conduct

scenario planning and build a case for reacting to a probabilistic event.!?

Disseminate. 1t is also imperative that the Al quotient within the Alliance grows. This goes
beyond simple training. Nowadays, every employee in an office is expected to have basic
IT literacy. This mostly consists of fluency with MS Windows Office. The same should
hold for Al: individuals within NATO and the nations should progressively become fluent
with the various packages and opportunities. This does not mean that every operator is
expected to code or understand the intricacies of how models function. This is more about
user interfaces, solutions, and understanding opportunities and limits. Most people use
Facebook, Twitter or Instagram on a daily basis. This does not mean they understand
the algorithms and the software integration challenges related to third-party applications.
In partnership with the existing educational facilities and institutions within, and outside,
the Alliance and the Allies, the Centre could coordinate dissemination efforts — whether
as part of outreach or education. The ultimate aim of this would be to equip interested
stakeholders with the necessary skills and expertise.

Notwithstanding the important contributions this centre could deliver, it is important
to be realistic: challenges will emerge with its inception. Three aspects deserve attention.
First, discussions about its hierarchical location within existing structures are necessary,
but could slow down its creation or hamper its effectiveness. Second, recruitment could
generate tensions among different actors. Were the Centre to be filled with Al experts,
some could see it as competing unfairly with national authorities. Conversely, were it to
provide just support and coordination, some could see it as less useful and effective. Third,
ownership and acceptance may be difficult to secure. Its workforce must necessarily be
younger than in most other structures, centres and units. This would mean that, without

strong leadership at the top, many could be reluctant to accept its support.
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Pilot projects: 3S (small - secure - success)

NATO and its Allies have strong reasons to adopt a pragmatic approach, which can

be conveniently defined as 3S: small + secure = success. The rationale is as follows:

e Small. small projects are unlikely to generate internal opposition or face major

challenges;
e Secure: secure projects are also at lower risks of technical or organizational failure;

e Success: success is thus more readily within reach.

According to Google Brain’s co-founder Andrew Ng, for instance, it “is important for
[the] first few Al project to succeed rather than be the most valuable Al projects”. This means
they should be “technically feasible” and have “a clearly defined and measurable objective
that creates business value”."* Greg Allen, now at the US Department of Defense’s Joint
Artificial Intelligence Center, reiterates this message from a different angle. He considers
that many “Al projects fail not because of the technology, but because of a failure to
propetly set expectations, integrate with legacy systems, and train operational personnel”.'*®
Militaries have learned these lesson in previous instances of technological change:
historically, many breakthrough technologies generated opposition, they did not deliver on
their promises, and the increases in costs and time requirements further undermined their
acceptance.” As such, a pragmatic approach to small and feasible projects minimizes the
chance that political or technical failure might slow down the Alliance’s adoption of Al

A pragmatic approach to “NATO-mation” follows two key assumptions. First, many
discussions about Al currently focus on the tension between narrow versus general Al
Some believe that the age of “the singularity” — where general AI will be superior to human
intelligence — is near. Others believe that this is a remote dream and that, for the foreseeable

future, intelligent machines will be able only to conduct limited, specific tasks."””” For the

134 A. Ng, Al transformation playbook: how to lead your company into the Al era.
135 G. Allen, Understanding Al technology, p.4.

136 B. D. Watts, The evolution of precision strike, Center for Strategic and Budgetary Assessment, Washington, DC, 2013; B.
D. Watts, Six decades of guided munitions and battle networks: progress and prospects, Center for Strategic and Budgetary Assessment,
Washington, DC, 2007.

137 Sometimes this is also referred to as weak versus strong Al. Kurzweil, The singularity is near. For a discussion, see
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moment, the Alliance should just look at “narrow” Al. Second, the approach pursued by
the Alliance should encompass a wide range of uses, and go beyond discussion limited to
lethal autonomous weapons systems. The debate on lethal autonomous weapons systems
that has taken place over the past few years has in fact distracted attention from the military
relevance of Al and its broader implications for the international system. As David Judge,
Vice President of SAP Leonardo, puts it, the conversation built around the question “Are
we going to have red-eyed killer robots?” is not useful.'"” Indeed, even insofar as the lethal
debates are important, these are largely regulatory questions decided at the national level,
rather than at NATO level. NATO would therefore be better advised to pursue the lines
advanced by Judge: we “should instead focus on pragmatic uses of Al that are already here
and ready”."”

While intellectual debates about these two assumptions are relevant to long-term patterns
of adoption, current adoption efforts should focus on exploiting narrow Al below the tip
of the spear. Such exploitation depends on investments in complementary assets, goods,
services, and changes to business models. The San Francisco-based consultancy Altimeter
contextualizes these investments in its four main phases of Al adoption: exploration,

expetimentation, formalization and integration, depicted in the diagram below.'*

Figure 2: Exploration, experimentation, formalization and integration

INTEGRATION

Al is embedded into
processes, products and
services and delivers

EXPLORATION EXPERIMENTATION FORMALIZATION
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resource commitment with internal or external part of the corporate
yet resources, but for strategy, and data a core

value
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Source: Ilustration from V'eronica Rodrigo
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When it comes to defence and Al, most NATO Allies sit between exploration (phase
1) and experimentation (phase 2). Only a few have eyed formalization (phase 3), and even
fewer have started looking at integration (phase 4). This last phase coincides with what in
business is generally known as enterprise adoption: when a technology becomes pervasive
in the work of an organization. It is important to highlight, however, that at this stage, in the
commercial world, even the most Al-intensive, MI.-savvy and data-hungry companies have
hardly made it propetly to phase 3."*! Microsoft, Google, Amazon, Baidu and Facebook
can deploy advanced Al solutions because they have access to an unparalleled amount of
data and top talent, and because they have invested billions and years in Al. Other actors
that lack these resources and capabilities should initially be more focused.'**

Security analysts and scholars are primarily concerned that first movers in the Al race could
reap the benefits of this technological transformation, thus forcing others to a condition of
technological dependence and military vulnerability. Business scholars advise caution, as the
conditions for first mover’s and second movet’s advantage to take place are quite specific.'”
What matters for this discussion is that NATO and its Allies neither have to rush into Al nor
have the luxury to wait: they need to prepare, technologically but also socially and politically,
in order to avoid potential backlashes or resistance. In order to pursue this goal, one strategy
consists in adopting a pragmatic approach based on a set of small and secure pilot-projects

that, as such, are more likely to achieve success. Three potential areas are:

Logistics. General Omar Bradley famously said that amateurs study tactics, professionals
study logistics. Logistics is, in fact, a critical element of military operations — although often
neglected among the public, and even among some experts.'* Logistic capabilities can in
fact give significant combat advantages.'* This is a familiar story to NATO, whose forces
have, at times, enjoyed massive logistic advantages vis-g-vis some of their adversaries."*
Logistics can be divided into layers: strategic, operational, in-theatre and on the battlefield.
There is definitely room for employing Al at every level. Launching Al pilot projects in
last-mile logistics (e.g., on the front line), however, has significant benefits. In particular, if

Amazon or Domino Pizza aim to rely on automated drone-based delivery systems, there

141 lansiti and Lakhani, Competing in the age of Al: strategy and leadership when algorithms and networks run the world.
142 S. Etlinger, The age of Al: how artificial intelligence is transforming organizations, p.14.

143 M B. Licberman and D B. Montgomery, “First-mover advantages”, Strategic Management Journal, Vol.9, No.5, Summer
1988, pp.41-58; and M. B. Lieberman and D. B. Montgomery, “First-mover (dis)advantages: retrospective and link with the
resource-based view”, Strategic Management Journal, Vol.19, No.12, December 1998, pp.1111-1125; and Suarez and Lanzolla,
“The role of environmental dynamics in building a first mover advantage theory”.

144 M. van Creveld, Supplying war: logistics from Wallenstein to Patton, Cambridge University Press, Cambridge, 1977.
145 T. M. Kane, Military logistics and strategic performance, Routledge, New York, NY, 2001.
146 J. M. Epstein, Measuring military power: the Soviet air threat to Eurgpe, Cambridge University Press, Cambridge, 1984.
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is no reason why NATO Allies cannot at least try a similar approach when it last-mile
147

resupplies."”” The advantage of last-mile logistics is that, lying at the end of the tail, it does
not entail major infrastructure investments. However, it is complex, difficult and often
also dangerous. For this reason, even small improvements in this realm are going to have
significant effects. NATO and its Allies could fund a project, or launch a DARPA-like
Grand Challenge, to develop an autonomous system for last-mile logistics. DARPA’s Grand
Challenges are open calls to the public at large for participating in a competition with a
prototype. In Europe, the Joint European Disruptive Initiative has tried to replicate on a

smaller scale DARPA’s model, with remarkable success so far.

Medical diagnosis. Another area where NATO countries can test the value of Al is military
medicine. Here too, there are several reasons to launch an Al pilot project. On the one hand,
the health of uniformed personnel is a fundamental condition for combat effectiveness.
However, ministries of defence across NATO Allies struggle to recruit medical personnel,
and medical personnel are not always easily available in theatre — especially when it comes
to specialists. On the other, military personnel are subjected to regular medical tests, which
are (or can be) digitalized and thus exploited for ML applications. One potential pilot
project could focus on supporting and enabling Allies to exploit all these health data to
improve military healthcare: through early and more accurate diagnosis, for anticipating

health risks or for improving the efficiency of medical examinations.'*®

Disinformation portal. One of the main challenges of our era, as discussed at the end of this
report, is disinformation and, in particular, the intentional generation and dissemination of
altered information so as to undermine democratic legitimacy, trust in institutions, societal
cohesion and economic cooperation within and without the Alliance. NATO Allies could
launch a small pilot project with big tech companies, compiling a weekly list of reports
about the main disinformation attempts within the Alliance by using ML. This project
could be set up, for instance, to support the work of NATO’s Public Diplomacy Division.'*

Self-evidently, NATO Allies could equally decide to launch pilot projects in many
other possible applications for Al: from joint all domain command and control to force
management and planning, early warning and detection, as well as missile defence,
intelligence, surveillance and reconnaissance or humanitarian and disaster relief, predictive

maintenance and military mobility.

147 “Using autonomy to supply the ‘last mile’”, Army Technology, 25 June 2017. See also NATO Allied Command, 2020
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149 R. Blunt, C. Riley, M. Richter, M. Street and D. Drabkin, Using data analytics and machine learning to assess NATOs informa-
tion environment, Brussels, NATO Science and Technology Organization, 2018.


https://www.act.nato.int/application/files/9115/9500/7999/2020_autonomous_last_mile_resupply.pdf
https://www.act.nato.int/application/files/9115/9500/7999/2020_autonomous_last_mile_resupply.pdf

An innovative workforce

An apparent paradox of a world where intelligent machines play a crucial economic
role is not only that human beings continue to play a critical role in civilian and
military organizations, but also that this role will likely become even more important — as
human beings will fulfil those central tasks that are beyond the capacity of machines." This
means that for the Atlantic Alliance, as for any other organization, recruitment, retainment,
promotion, training and continuous education are strategic components of organizational
growth.” This is a subtle challenge — not least because, while these domains are certainly
part and parcel of successfully running the organization, they are not its core business.
However, NATO has a stake in the game because, without addressing these issues, it risks,
like any other organization, being left behind, outcompeted and eventually forced into
vulnerability or irrelevance.'

The digital revolution that emerged in the 1990s triggered a major change, whose
consequences have started to be appreciated only recently.” The digital economy displays

some key features that are dramatically different from the industrial era:'>*

marginal costs
of production tend to zero, marginal returns are increasing (rather than decreasing), and
value is generated by demand-side economies of scale (network externalities) rather than

supply-side economies of scale (increased efficiency due to larger production runs).'”
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152 Schmidt ez al., NSCAI Interim Report and Second Quarter Recommendations Memo. A. Asoni, A. Gilli, M. Gilli & T. Sanandaji,
“A mercenary army of the poor? Technological change and the demographic composition of the post-9/11 US military”,
Journal of Strategic Studies (forthcoming).

153 W. Isaacson, The innovators. For the lag in the effects of the I'T-driven revolution, see E. Brynjolfsson, D. Rock, and
Chad Syverson, “Artificial intelligence and the modern productivity paradox: a clash of expectations and statistics”, in A.
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These features, in turn, promise to reshape market structures and business strategies, with
profound consequences both at the micro and at the macro level. In terms of industry
and markets, for example, we observe the rapid emergence of digital titans whose reach,
power and capabilities seem almost unlimited.” For instance, Facebook, Uber, Alibaba
and AirBnB have quickly come to dominate the media, taxi, retail and hospitality industries
respectively, despite their producing no content and owning no vehicle, inventory or real
estate.”’ Similatly, the time for a startup to reach a market capitalization of USD 100bn has
shrunk from 20 years for Fortune 500 companies to eight years for Google, and to three
years or less for Uber, Snapchat and Xiami — while Snowflake took just one day to reach a
USD 50bn capitalization."® Consistent with this trend, turnover rates in the S&P Index as
well as in the Fortune 500 have been incessantly accelerating in the recent past.'”

At the micro level, conversely, we have witnessed a dramatic increase in the deviation
from the mean — a phenomenon that economist Tyler Cowen has described with “average
is over”. Specifically, because of technological change and the resulting trends towards
market concentration that have taken place over the past decades, market dynamics rewards
superstar performers, while the opportunities for those in the average part of the distribution

16

have shrunk significantly.'® The former head of Google’s Human Resources, Laszlo Bock,

well described this trend by providing a simple insight: in the high-tech industry, one top

! Interestingly, and related to this observation, such

engineer equals 300 good engineers.
talent is extremely concentrated. In fact, Al expertise remains surprisingly rooted in the
universities that pioneered these technologies: Stanford and the University of California-
Berkeley have historically possessed the top courses in Al, thus feeding Silicon Valley with
the human capital it needs;'”® Google’s DeepMind is in London, because that is where
the founding researchers lived; the first expansion of DeepMind outside the UK was to
Edmonton in Alberta, because Richard Sutton, a key inventor of reinforcement learning,

lives there; Uber opened an Al office in Toronto because it wanted to hire Raquel Urtasun,
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a University of Toronto professor.'®

Google, like other digital titans, has relentlessly worked to recruit that one engineer
out of 300."* Securing top engineers entails a comparative advantage vis-a-vis adversaries
in performance and in resources, as competitors would not only struggle to secure the

remaining top engineers, but might compromise with many “good” ones.'

> Unfortunately,
most schools, colleges and universities within NATO countries are not explicitly designed
to identify, nurture and promote such top talent. In contrast, education in most countries is
still designed for the industrial era, where average performance was an asset. Organizations,
whether private companies or public institutions, are almost always equally unfit to manage
the transition towards a world where top talent is crucial. It is not a coincidence that many
founders of the leading digital companies forewent college education and their career did
not start at established companies. Top talent in digital companies often comes in part from
abroad: this is definitely a sign that some countries cannot produce it, and thus need to
import it, while others cannot retain it, and thus are unable to exploit it.'*

This discussion leads to an inevitable question: how to lead, rather than follow, in the
average-is-over age, when top talent is a key ingredient for success but few organizations
and countries have real strategies to identify it, nurture it and promote it? This is a
fundamentally important question, as we can evince when we look at the inherent risks
of inaction. If NATO Allies do not adopt the appropriate policies and solution, they risk
struggling with talent in the years ahead, which will entail significant problems both for
their economies and for their military power. It is, however, also important to look at
some opportunities and comparative advantages: NATO Allies host some of the most
important global hubs for Al like the Bay Area, Austin, Seattle, Boston, Amsterdam, Paris,
Betlin, Toronto, Montreal, L.ondon or Oxford.'” Additionally, several NATO countries
possess significant Al latent power — i.e., highly skilled human capital, working primarily in
universities or research centres, which nevertheless has relatively limited involvement with

ptivate or government work.'® Building on lessons learned, expetience, and insights from
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the relevant academic literature, we can identify several possible courses of action.

Nurtnring creativity. In his legendary Fleet Tactics, Capt. Wayne P. Hughes noted that he grew
passionate about naval warfare when, as a teenager during World War II, he bought a
copy of Jane’s Al the Worlds Fighting Ships.'® 'This is an interesting insight, because the
(fairly) expensive Jane’s publication was still reasonably affordable to a motivated kid
interested in exploring the world of defence. Somewhat similarly, Bill Gates was able to
unleash his passion for computing because, the high school he attended in the late 1960s
was among the few in the world that had a computer that he and his pals could use to
experiment.'”” From Hughes to Gates, the barriers to entry had grown significantly and
from the 1960s, when Gates was in school, to our time, they have continued to increase
exponentially: as a result, many children and teenagers are deprived of the opportunity to
discover their “true calling”. Nowadays, children or teenagers interested in Al, ML and
BD in fact face major barriers, the so-called “Al divide”: some may not have access to
fast and reliable internet connections (geography), others may not have access to laptops
or desktops (inequality), all teenagers are excluded from large datasets — whether owned
by governments or multinational corporations — and from sufficient computing power.'”
NATO Allies might consider implementing policies aimed at democratizing access to
Al capabilities, as there are good reasons to think this will help the Alliance maintain its
technological primacy in the long-term. How? Making government datasets available could
be a first step.'”” Promoting digitalization in schools is a second step. Although this is
not the role of NATO or of Allies’ Ministries of Defence, several opportunities exist:
while striking deals with major cloud computing providers, Ministries of Defence could
negotiate that some remote computing resources be allocated to schools, including their
military academies. NATO Allied governments could equally increase funding to these
initiatives, as well as organize grand challenges in cooperation with major tech companies
in which participants are granted access to remote computing power.'” Alternatively, the
US National Security Commission on Artificial Intelligence recommends creating a USD
25m 5-year Al infrastructure to provide researchers and students with computing power,
government datasets as well as educational tools and user support, so as to democratize Al

A similar initiative, potentially launched in cooperation with the European Union, would
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cost less than USD 1m per NATO/EU member.'™

Changing education. NATO countries also face a related challenge with education. Besides
the oft-repeated claim that more Science, Technology, Engineering and Maths (STEM)
students are needed, the student population in NATO countries often lacks familiarity with
modern technologies and relevant problem-solving and team-working skills — i.e., the very
skills which will acquire importance in an age where intelligent machines become more

central.!”

This assessment has very serious implications that trickle down to the world of
defence, where organizations struggle to find suitable candidates and their difficulties will
grow more acute in the years ahead. NATO Allies could actively contribute to addressing
this problem, at least partially, by sponsoring more proactive university classes to endow
students with the skills of the future. Hacking for Defense, the Stanford University-born
innovation class, is an interesting model that could be adopted or applied — at very limited
cost.'”® The simple idea would be to identify a set number of annual problems that defence
organizations both at the national and multinational level cannot solve, and ask universities
to provide solutions. Potentially, this model could be turned into a competition among
universities from NATO countries in order to identify the best programmes when it
comes to delivering effective solutions. Some universities would probably oppose such
an initiative, and not participate. Others, more interested in the success of their students,
would probably join in, which might generate positive cascade effects on the entire
university ecosystem: universities would prioritize students’ learning and growth; students
would acquire appropriate skills such as working in groups and pragmatic problem-solving
as well familiarity with the world of technology and defence and a more multidisciplinary
training; NATO and its Allies could have access to ingenious solutions, as well as to a more

qualified workforce.'”

Promoting relevant academic research. Academic research in several fields seems to have entered a

petverse spiral, according to prominent scholars.' Originally, higher education institutions
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started rewarding publications in order to identify the best scholars, and thus contribute
to a vibrant intellectual life within universities."”” However, as warned by anthropologist
Marilyn Strathern, “when a measure becomes a target, it ceases to be a good measure”.'®
This is what has happened within many academic disciplines: over time, the practice of
rewarding publications has lost its initial intent (it is important to recognize, however, that
there are significant differences from one discipline or country to others)."™ As a result,
prominent scholars complain that the growth in academic publications has generated less
and less knowledge: publications no longer aim at generating new knowledge, but have
progressively become a means for career progression.'™ The skewing of the reward system
in academic research towards large numbers of publications (the so-called “publish-or-
perish” imperative) has in fact created perverse incentives for young scholars to pursue less
risky projects that can deliver several publications in a short time-span.'"® While rational
from an individual perspective, this strategy risks having severe negative side effects at the
societal level. One obvious danger is that, by the age most researchers have job stability
(tenure) and hence the possibility to pursue knowledge, they are likely going to be well
past the “creative age” (which is generally below 35)."* In addition, for a field like AI
that is subject to increasing returns of scale and where “300 good engineers equal one
top engineer”, academic incentives that reward quick and safe publications might come
with huge long-term costs. The obvious downside here is that NATO Allies risk carrying
out less and less real research, and hence producing less and less useful knowledge, even
though they publish more and more articles. Some academic disciplines have already

atrophied and the corollary to this is a steady decrease in innovation and innovators.'®
p y y

179 J. Mokyr, “The contribution of economic history to the study of innovation and technical change, 1750-1914”, in B.
H. Hall and N. Rosenberg, eds., Handbook of the Economics of Innovation, Vol.1, New York, Elsevier, 2010, pp.11-51.

180 M. Strathern, ““Improving ratings” audit in the British University system”, Exropean Review, Vol.5, No.3, 1997, pp.305-
321.

181 As the authors of a quite controversial book put it, “never before in the history of humanity have so many written so
much while saying so little”. See M. Alvesson, Y. Gabriel, and R. Paulsen, Rezurn to meaning, a social science with something to say,
Oxford University Press, Oxford, UK, 2017.

182 “J. Scott, “Agriculture as politics, the dangers of standardization and not being governed”, Theory Talk blog, 15 May
2010, http://www.theory-talks.org/2010/05/ theory-talk-38.html; D. Colquhoun, “Publish-or-perish: peer review and the
corruption of science”, The Guardian, 5 September 2011.

183 W de Freitas, “Publish or perish culture encourages scientists to cut corners”, The Conversation, 22 September 2015; G.
Gazda, “Publish or perish dilemma”, Bebavionral and Social Sciences at Nature Research, 11 October 2019.

184  D. K. Simonton answers, “Does creativity decline with ager”, Scientific American, 1 March 2016; K. H. Kim and R. A.
Pierce, “Creativity and age”, in E.G Carayannis (eds), Encyclopedia of creativity, invention, innovation and entreprenenrship, Springer,
New York, NY.

185 A major scandal erupted a few years ago in the field of social psychology, where the push to publish led to a repli-
cation crisis. It proved impossible to replicate the results of more than 50% of academic studies. See for example E. Yong,
“Replication studies: bad copy”, Nazure 485, May 2012, pp.298-300; E. Yong, “Psychology’s teplication crisis is running out
of excuses”, The Atlantic, 19 November 2018. This problem does not affect only this field, see for instance A. Ortmann, “The



AN INNOVATIVE WORKFORCE A. G 51

By the same token, truly talented and motivated individuals may be discouraged from
entering the field of research, or they may be pushed out if they do.”® If machines do
the heavy computations, the added value from human beings must come from their core
strength: policy-makers must hence start from the acknowledgment that any solution needs
to reward, first and foremost, creativity and ingenious ideas (and hence the individuals/
teams producing top research). One obvious rationale is that, as intelligent machines will
take over many tasks from human beings, multidisciplinary research in several fields (e.g,,
ethics, cognitive sciences, organizational studies) will be necessary to better understand
human-machine interactions. For instance, Pedro Domingos notes how machine learning’s
insights in counter-terrorism can be easily neutralized by an effective terrorist group: “the
solution is to marry machine learning with game theory [...] don’t just learn to defeat what
youtr opponent is doing now; learn to parry what he might do against your learner”.'¥
Otherwise, it will be even more challenging to learn, to adapt and adopt appropriate
solutions. This is why, while not strictly speaking a responsibility of Ministries of Defence
and Foreign Affairs, growing awareness of this problem is important for its potential long-
term consequences. A proactive response is necessary, two possibilities being:

* the adoption of major rewards for those conducting top research, or weighting the
adjudication of research grants in favour of (groups of) scholars conducting top
research;'®

e the creation of NATO fellowships, similar to the European Commission’s Jean
Monnet Chairs, restricted to young emerging scholars conducting top research.'®

The key challenge is ensuring that such funding truly reaches top emerging scholars,

i.e. commissions cannot be populated by individuals who have systematically rewarded

quantity over quality of publications.

Access to talent and recruitment. As “NATO-mation” accelerates, and NATO Allies integrate
enterprise-level Al into their armed forces, recruitment challenges will grow more acute:
the faster the pace, the more acute the challenge. The essence of strategy, however, is to

dictate the pace of change so as not to have it determined by material constraints. Intra-

replication crisis has engulfed economics”, The Conversation, 13 November 2015; J. Bohannon, “About 40% of economics
experiments fail replication survey”, Scence, 3 March 2016; A.Wauttke, “Why too many political science findings cannot be
trusted and what we can do about it: a review of meta-scientific research and a call for institutional reform”, Politische 1 iertel-
Jabresschrift | German Political Science Quarterly, Vol.1, No.60, 2019, pp.1-22.

186 J. Scott, “Agriculture as politics, the dangers of standardization and not being governed”, Theory Talk blog.

187  Domingos, The Master Algorithm, p.20.

188  Also in this case, the US National Security Commission on Artificial Intelligence advances similar proposals. See
Schmidt ez al., NSCAI Interim Report and Third Quarter Recommendations Menso.

189 A number of countties already offer similar fellowships, though some observers may wonder why Ministries of De-
fence and Foreign Affairs should worry about research in general.
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Alliance coordination, as discussed above, can prove an important enabler in this respect.
On the one hand, the Alliance can design pooling or scaling mechanisms for some types of
Al tasks or missions: for instance, 80 to 90 percent of data science will entail manual vetting
of data, including labelling and structuring. There is enormous potential for plugging in
different contributions to the overall effort from different corners of the Alliance, and thus
reducing individual Allies’ manpower needs. Similarly, by coordinating and cooperating on
the development of common solutions, Allies can share their talent pool and thus more
easily achieve their end goals. The economics of software affords an advantage in this
respect. In terms of human capital, the entry barriers for software development are high:
it takes time, resources and institution to develop a talented software workforce. However
once developed, software can be reproduced at basically no cost. NATO Allies thus have
an incentive to work together with joint teams for the development of solutions. Finally,
through an organization like a potential A31C, NATO could provide an important source
of support for individual Allies: for instance, it could assist the creation of digital corps or

digital reserves as well as in revisiting recruitment procedures for machine learning exerts.'”

190 Schmidt ez al., NSCAI Interim Report and Third Quarter Recommendations Meno.



An innovative workplace

An innovative workforce, as discussed in the previous chapter, is a key requirement for
adopting and exploiting new technologies. However, it is not sufficient. Innovation
is in fact a process that is as much a technological as it is cognitive, social and collective."!
There is a reason why some types of innovation emerge only within some types of
organizations, and why some organizational structures become more dominant in specific
times in history — namely, that innovations require an organizational structure that permits
experimentation, does not marginalize creative individuals or put unnecessary pressure on
them, rewards innovativeness while not punishing failures, and is open to ideas departing
from established conventions. The great promise of Al, ML and BD will come from
intuitions at the individual, unit or division level: it will be about applying and making the
most of capabilities, in innovative ways and for novel purposes, often through concepts.'””
The innovation process, however, requires specific enabling factors, including corporate
culture, organizational features, as well as individual freedom and time. As the US National
Security Commission on Artificial Intelligence notes, following decades of research in
sociology, management and political science, “successful Al application is threatened
by bureaucratic impediments and inertia”.'”” NATO and its Allies must thus ensure that
bureaucracy, from a potential constraint, becomes an enabler — the source of solutions to
problems. It is important to highlight that the term “bureaucracy” originally bore a noble
connotation, stemming from Max Weber, as the result of human ingenuity. However, as
scholars have highlighted, bureaucracies struggle with an inevitable tension: their need to
regulate, institutionalize and standardize is at odds with the social fabric which, in contrast,
is vibrant, dynamic, flexible, heterogeneous and non-linear.””* NATO and its Allies must
ensure that their bureaucracies always support innovation. This is not easy. For instance,

one major change in practice and procedures will be transitioning from purely expertise-

191 A. Grant, Originals: how non-conformists move the world, Viking, New York, NY, 2016.

192 E Candelon ez al., The rise of the Al-powered company in the posterisis, Boston Consulting Group’s Henderson Institute,
Boston, MA, 2020.

193 Schmidt ef al., NSCAI Interim Report and First Quarter Recommendations Memo, p.15.
194 J. Q. Wilson, Bureancracy, Basic Books, New York, NY, 1989.
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driven decision-making, before the adoption of Al, to more data-driven decision-making
with ML."* However, a change of this sort is challenging: it entails a different organizational
structure and the inclusion of new roles and competencies, and it also requires that human
beings rely on and trust machines, which is culturally demanding and psychologically

196

challenging." Understanding, appreciating, accepting and exploiting this transformation is
a big part of the process of innovation. Building on both scholarship and practice, several

important insights are available:

Independent cells. As many organizations, including NATO, increasingly speak of disruptive
technologies, it is worth emphasizing what disruption is about: it is about being caught
off guard when a new technology/innovation emerges, and one lacks the necessary in-
house skills or understanding to face the implication stemming from the new technology."”’
There are cognitive, bureaucratic, cultural as well as political reasons for sticking to existing
practices, procedures, models and strategies.'”® One way to avoid being disrupted is creating
independentunits that, like the canaryin the coalmine, firstdetect firedamp gas-like existential
threats — i.e., they see dangers and challenges before they become existential.'” In theory,
academic research should serve this role. Unfortunately, academic research too seems to be
in need of disruption: as discussed earlier, since career advancement depends on the number
of publications, incentives are skewed toward conventional thinking — which, for young
researchers, is a safer strategy than investigating an obscure topic in depth, or exploring

new realms that require years to acquire the necessary knowledge and understanding. The

195 S. Etlinger, The Al maturity playbook: five pillars of enterprise success, p.4.

196 lansiti and Lakhani, Competing in the age of Al: strategy and leadership when algorithms and networks run the world, D. Kipper et
al., Al in the factory of the future the ghost in the machine, Boston Consulting Group, Boston, MA, 2018.

197  There are basically both a demand-side and a supply-side theory of disruption. The former, popularized by Clayton
Christensen, holds that organizations are unable to see small but incremental changes, thus leaving enormous opportunities
to other companies. The latter, defined by Rebecca Henderson, maintains that some companies lack the skills to produce
new, so-called disruptive products. For an effective synthesis, see J. Gans, The disruption dilemma, The MIT Press, Cambridge,
MA, 2014.

198  Here we focus on Clayton M. Christensen’s disruptive innovation theory. See C. M. Christensen, The innovator’s dilenma:
when new technologies canse great firms to fail, Harvard Business School Press, Cambridge, MA, 1997; C. M. Christensen and M.
E. Raynor, The innovator’s solution: creating and sustaining successful growth, Harvard Business School Press, Cambridge, MA 2003;
C. M. Christensen, E. A. Roth, and S. D. Anthony, Seeing what’s next: using theories of innovation to predict industry change, Harvard
Business School Press, Cambridge, MA, 2004. For an application of the theory to security studies, see T.C. Pierce, Warfighting
and disruptive policies, Frank Cass, London, 2004; P. J. Dombrowski, E. Gholz, and A. L. Ross, “Military transformation and
the defense industry after next: the defense industrial implications of NetCentric warfare”, Newport Paper No.18, Naval War
College, Newport, RI, 2003; P. J. Dombrowski and E. Gholz, Buying military transformation: technological transformation and the
defense industry, Columbia University Press, New York, NY, 2006; P. J. Dombrowksi and E. Gholz, “Identifying disruptive
innovation: innovation theory and the defense industry”, Innovations 4, No.2, 2009, pp.101-18; A. Gilli and M. Gilli, “The
spread of military innovations: adoption capacity theory, tactical incentives, and the case of suicide terrorism”, Security Studies,
Vol.23, No.3, July-September 2014, pp.513-547.

199 The reference to firedamp, a gas made of ethane, azote and carbon monoxide, is often found in late 19" century
literature, like Emile Zola’s Germinal.
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result is that most scholars routinely complain about the lack of originality in academic

20 However, academia so far has not been

works, of in-depth analyses and of fresh ideas.
able to identify solutions to this problem because the incentive systems structure does not
reward the pursuit of ambitious causes and does not give time to the “slow learners” to
pursue them.”” NATO could contribute a partial solution: creating fully independent units
whose work and agenda are detached from political cycles and institutional imperatives.”
These units would pursue unconventional ideas, whose potential and chance of success
are unknown, and would thus deprive researchers from the risk of failure.” The most
prominent example is the Office of Net Assessment in the US, credited for understanding
well in advance the weaknesses of the Soviet economy, the implications of information
technology for warfare (with the resulting revolution in military affairs), as well as the rise
of China.”

Horizontal organizations. Why are some organizations more innovative than others? How
could different companies move from the brink of bankruptcy, like IBM or Fiat, to industrial
leadership and technological success? Talent is one part of the equation. Business strategy
is another. However, a third component is leadership and organizational structure. Louis
Gerstner brought a massive and rapid turnaround at IBM just by anticipating what Google
would do a decade later —i.e., adopting a flatter organizational structure, where the top and
the bottom would talk more easily, frequently and quickly.*”® When Sergio Marchionne took
the helm of Fiat and then Chrysler, he adopted a similar solution — among the many other
changes he introduced. He wanted to be close to the engineers, he said.*® The management
literature emphasizes this message. Interestingly, such insights date back to early works on

price mechanisms, economics of information and organizational structures.””” However, for

200  C. Smith, “Higher education is drowning in BS: and it’s mortally corrosive to society”, The Chronicle of Higher Education,
9 January 2018.

201 J. G. March, “Exploration and exploitation in organizational learning”, Organization Science, Vol.2, No.1, 1991, pp.71-87.
202 Christensen and Raynor, The innovator’s solution; |. G. March, “The technology of foolishnesss”, in J. G. March (ed.),
Decisions and organizations, Basil Blackwell, 1971/1988, New York, NY, pp.253-265.

203 J. G. March, “The future, disposable organizations and the rigidities of imagination”, Organization, Vol.2, No.3-4, 1995,
pp-427-440.

204 A. Krepinevic and B. D. Watts, The last warrior: Andrew Marshall and the shaping of modern American defense strategy, Basic
Books, New York, NY, 2015.

205 Louis V. Gerstner, Who says elephants can’t Dance, Harper Business, New York, NY, 2002.

206 “Chrysler, parte il Marchionne style”, La Stampa, 20 June 2009; and M Bentivogli e D. Pirone, “Il modello della fabbrica
‘piatta’: cosi Marchionne ha rivoluzionato la Fiat”, Linkiesta, 14 November 2019.

207  See R. H. Coase, “The Nature of the firm”, Economica, Vol.4, No.16, November 1937, pp.386-405; O. E. Williamson,
Markets and hierarchies: analysis and antitrust implications, Macmillan, New York, NY, 1975; A. D. Chandler Jr., The visible hand: the
managerial revolution in American business, The Belknap Press of Harvard University Press, Cambridge, MA, 1977; N. R. Lam-
oreaux, D. M. G. Raff, P. Temin, “Beyond markets and hierarchies: toward a new synthesis of American business history”, The
American Historical Review, Vol.108, No.2, April 2003, pp.404-433; R. N. Langlois, “The vanishing hand: the changing dynamics
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military organizations, horizontal bureaucratic structures represent a particularly daunting
challenge, as they directly contradict such core principles as hierarchy, unity of command,
and civilian control of the armed forces.”” While there are no easy fixes, two considerations
are in order. Sharing lessons, adopting solutions and verifying outcomes on a joint basis may
be sufficient for the Alliance to move together: the newly-created Innovation Unit in the
Emerging Security Challenges Division of NATO HQ and an A3IC of the sort proposed
above could be important players in this respect. Unfortunately, as Bertrand Russell noted,
war does not determine who is right, only who is left: the imperative to change and adapt
is thus on NATO and its Allies.

The Google rule. Google, especially in its early years, was the paradigm of the horizontal
organization. This is why it was able to grow enormously, and still deliver major innovations.””
One of the reasons for that success was that engineering personnel at Google are allowed
to dedicate one out of five days a week to exploratory work — i.e., to pursue self-assigned
individual projects. This is how Gmail and Google Maps, among others, emerged.”’ In
order to boost innovation and, more in general, to promote a more innovative workplace,
this solution could afford an important starting point — especially as so many organizations
and professions have become extremely bureaucratized. Ministry of Defence Research
Centres and Educational Institutions could be an initial battleground for experimenting
with this idea, but there is no reason why the initiative cannot be similarly applied in other

settings.

Leadership. Leadership, people and processes are key not only to promote the adoption
of Al, but also to translate it into correct business execution. “The ultimate challenge
is finding people that understand the business as well as the technology and data. Some
people understand the business but don’t understand the technology and data. Other
times, people understand the technology and data but not the business. Organizations need
people that can connect all three of those circles”.?! In business, note Iansiti and Lakhani,
we may thus soon observe the “emergence of a new generation of business leader, one

who drives a deeper analytics and software mindset across the firm and is fully sensitive

of industrial capitalism”, Industrial and Corporate Change, Vol.12, No.2, April 2003, pp.351-385.

208  A. Grissom, “The future of military innovation studies”, Journal of Strategic Studies, Vol.29, No.5, 2006, pp.905-34; S.
Griffin, “Military innovation studies: multidisciplinary or lacking discipline?”, Journal of Strategic Studies, Vol.40, No.1-2, July
2017, pp.196-224.

209 S. Levy, In the plex: how Google thinks, works, and shapes our lives, Simon & Schuster, New York, NY, 2011.
210 Bock, Work Rules!: insights from inside Google that will transform how you live and lead.

211 Protiviti, Competing in the cognitive age, p.27; Carter, Kinnucan and Elliot with Crumpler and Lloyd, .4 national machine
intelligence strategy for the United States, pp.24-29.
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to the impact of Al-both helpful and harmful”.** In the defence wotld, change of this
sort has potentially seismic consequences. First, given its unique and siloed subject matter
expertise, cross-fertilization is more difficult. Second, radical change of this nature in the
leadership’s skills and aptitudes has inevitable drawbacks and constraints, due to the nature
of the field (civilian control of the armed forces being a case in point). Training, discussed
in the previous sections, is in any case instrumental, both in enabling leaders’ transition
and in addressing potential concerns and resistance among other actors and stakeholders.
Similarly, strategic-level education plays a crucial role. The recent Third Quarterly Report
of the US National Security Commission on Artificial Intelligence, for instance, suggests
that the NATO Defense College take a role in promoting leadership development for the
Alliance in the domain of AL*?

212 lansiti and Lakhani, Competing in the age of Al: strategy and leadership when algorithms and networks run the world, p.144.

213 Schmidt ez al., NSCAI Interim Report and Third Quarter Recommendations Memo. For a broader discussion, see also US
Depattment of Defense, Al Education Strategy.






Concepts: operations, warfighting and organizations

As discussed in the introduction, Al is a ubiquitous technology. We do not know
how fast or extensively it will spread — particulatly in the world of security and
defence. The worst-case scenario for international stability is that, as a commercial, dual-
use technology, Al will continue to spread, to the point that all countries and actors will
not only have access to the same technology, but will also manage to swiftly repurpose it
for military goals.*'* The most worrying implication of this logic is that many countties,
terrorist groups or other violent non-state actors could quickly have access to major
military capabilities. Under this assumption, Al would thus prove a major game-changer,
levelling the playing field in military affairs. While this worst-case scenario is unlikely from
an analytical viewpoint, it is useful as it highlights a crucial aspect: when all actors have
full access to the most advanced technologies, exactly like any teenager playing Xbox or
PlayStation, skills, expetience and strategic concepts become the conduit to success.”* This
intuition has powerful implications for NATO and its Allies: skills, experience and strategic
concepts are crucial in defence and security, but their importance grows as the technological
gap narrows.”’® A key question will be then how to learn to interact with machines and, in
particular, how to bend human-machine teaming to strategic needs and, in turn, how to flex
strategic needs so as to accommodate human-machine teaming constraints.*’

The Atlantic Alliance already devises warfighting concepts, military strategies and a
wide array of policies. In this respect, it is important to look at the contributions Al can

provide:

214 R. O. Work and S. Brimley, 20YY preparing for war in the robotic age, Center for New American Security, Washington,
DC, 2014.

215  This metaphor came thanks to a conversation with Avi Goldfarb, who highlighted that all financial firms use the
most sophisticated algorithms: thus software per se cannot account for overperformance. This brought me to think to P. W.
Singer’s discussion of drone watfare, where he noted that we will have need human beings to be multitasking, like teenagers
playing videogames while also doing other activities. See P. W. Singer, Wired for war: the robotics revolution and conflict in the 21"
Century, Penguin Press, New York, NY, 2009.

216 For an analogous discussion in the world of security studies, see S. B. Biddle, Military power: explaining victory and defeat
in modern warfare, Princeton University Press, Princeton, NJ, 2004; Horowitz, The diffusion of military power.

217 M. Ryan, Human-machine teaming for future grand forces, Center for Strategic and Budgetary Assessment, Washington, DC,
2018.
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Improve existing concepts: Al can enhance the efficiency or effectiveness of existing concepts
and plans, through the use of diagnostics and analytics. Using Al-enabled systems in
existing exercises, wargames and simulations is thus essential, not only to learn where
improvements are possible, but also to generate confidence and instil familiarity with the

new technology.*®

Inaccessible concepts: Al can enable the execution of concepts and plans that would otherwise
be inaccessible, as they are not supported by current technologies. In other words, Al-
enabled systems make it possible to use wargames and simulations for testing of concepts
and plans which were not previously executable. Exercises, wargames and simulations are
useful as a testbed, as well as for refining and improving concepts and plans.

Finally, Al can help devise concepts and plans that are radically new and have never
before been thought out. In the AlphaGo game competition, DeepMind pursued strategies
that no human being could either understand or foresee.””” During the iterations, AlphaGo
showed extreme mastery of the game. However, it also showed some weaknesses that
human beings — in that case, the 18-time international title winner Lee Sedol — could
exploit. Experimentation and wargames can thus help both to identify novel strategies
and to address their vulnerabilities, just as occurred in the past when wargames were first
invented.”

Who should run these exercises, wargames and simulations? The answer depends on
their purpose. Some of them simply aim at generating familiarity and understanding, and
at honing strategic vision. Educational institutions within NATO, like the NATO Defense
College in Rome or the NATO School in Oberammergau, have inherent advantages in
running this type of exercise. Self-evidently, some of them could generate important ideas
and perspectives. A proper process of lessons learned could be developed for this purpose
which then directly connects to organizations, within NATO, such as the Joint Analysis and
Lessons Learned Centre which have in fact already begun this process.””' Other exercises,
in contrast, may aim to address vulnerabilities, anticipate problems and generate innovative

tactics or concepts of operations. Allied Command Operations is a more suitable owner

218 Y. H. Wong ez al., Deterrence in the age of thinking machines, RAND Corporation, Santa Monica, CA, 2020.

219 M. du Sautoy, The creativity code: art and innovation in the Age of Al The Belknap Press of Harvard University Press, 2019,
Cambridge, MA, pp.16-39. For a broader discussion related to organizations, see S. Brusoni, A. Prencipe, and K. Pavitt,
“Knowledge specialization, organizational coupling, and the boundaries of the firm: why do firms know more than they
make?”, Administrative science quarterly, Vol.46, 2001, pp.597-621.

220 N. Friedman, Winning a_future war: war gaming and victory in the Pacific War, Naval History & Heritage Command, Wash-
ington, DC, 2020; G. Jaffe, “US model for a future war fans tensions with China and inside Pentagon”, The Washington Post,
1 August 2012.

221 JALLC gathered data on NATO 2018 Trident Juncture exercise and developed an important and insightful analysis. M.
Racovita ez al, NATO excercise big data exploration, Joint Analysis and Lessons Learned Center, 2020.
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of these activities. The pragmatic solution would consist in making experimentation a key
part of recurrent exercises. In other cases, the most appropriate institutions for running
wargames and simulations could be Allied Command Transformation, especially when it
comes to training, or the NATO Communications and Information (NCI) Agency, for
testing new technologies or concepts related to I'T or to command, control, communications,
computetization, intelligence, surveillance and reconnaissance (C4ISR).*

Three final considerations are in order. First, the A3IC could have both a connecting
and a coordinating role, with a view to providing inputs and sharing outputs. Second, as
discussed before, since “the enabler of Al is machine learning, the line between research
and product is much less distinct than it has traditionally been”.”” This means that tests and
evaluations, partly run in the contexts of exercises, training, simulations and wargames, will
acquire enormous importance. As a result, NATO and the Allies will have to design these
tests with foresight and insight, in order to generate datapoints that can be easily integrated
into the feedback loop involving the developers. A related point is the importance of

responsible governance for employment of Al-centric systems.

222 For a discussion, see M. Street, P. Lenk, I. I. Mestric and M. Richter, Lessons learned from initial exploitation of big data and
Al to support NATO decision matking, Brussels, NATO Science and Technology Organization, 2018.

223 S. Etlinger, The age of AlI: how artificial intelligence is transforming organizations, pp.8-9.






Technological superiority

(with Mauro Gilli and Zoe Stanley-Lockman)

For any country, and in particular for Great Powers, being at the forefront of science
and technology is a priority, as it represents a key asset for both national security and
prosperity. This is even more acute in an age of accelerating technological change. Many
modern sectors of the economy as well as the defence realm require an advanced industrial,
scientific and technological base that is extremely demanding to create.”* For countries that
do not keep up with progress and are forced to exit some sectors, re-entry tends to be very
difficult because of the need to recruit qualified people, acquire material capabilities, and —
most daunting of all — develop the necessary organizational and technical expetience.”” In
other words, lagging behind today can create path dependencies that will then be extremely
difficult to overcome in the future.” This is particulatly the case for AL, ML and BD, given
that distinctive features such as decreasing marginal costs tending to zero, increasing return
of scales and demand-side economies of scale (network externalities) make it difficult,
if not impossible, to make up lost ground. Hence, for NATO countries it is of utmost

importance to take proactive measutes to avoid such a risk.*’

The pledge for our children. Future technological prowess and leadership for the next generation

depend on current investments. The current wave of technological transformation

224 A. Gilli and M. Gilli, “Imitation, innovation, disruption: challenges to NATO’s superiority in military technology”,
NDC Policy Brief, No.25, Rome, NATO Defense College, 2019.

225 A. Phillips, Technology and market structure: a study of the aireraft industry, Lexington Books, Lexington, MA, 1971; and J. E.
Tilton, International diffusion of technology: the case of semiconductors, Brookings, Washington, DC, 1971; J. Utterback and William
Abernathy, “A dynamic model of product and process innovation”, Omega, Vol.3 No.6, 1975, pp.639-656; W. M. Cohen and
D. A. Levinthal, “Innovation and learning: the two Faces of R&D?”, The Economic Journal, Vol.99, No.397, September 1989,
pp.-569-570; R. C. Levin 7 al., “Appropriating the returns from industrial research and development”, Brookings Papers on
Economic Activity Vol.18, No.3, 1987, pp.783-832; R. C. Levin, “Appropriability, R&D Spending, and Technological Petfor-
mance”, American Economic Review, Vol.78, No.2, May 1988, pp.424-28.

226 D. C. Mueller and J. E. Tilton, “R&D costs as a barrier to entry”, Canadian Journal of Economics, No.2, 1969, pp.570-579;
S. Klepper, “Entry, exit, growth, and innovation over the product life cycle”, The American Economic Review, Vol.86, No.3, June

1996, pp.562-583.

227 Adam Tooze has a rather negative take on this aspect, when it comes to Europe. See A. Tooze, Crashed: how a decade of
financial crises changed the world, Penguin, New York, NY, 2018, p.17.
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represents a break from NATO’s history not only because the private sector is the primary
driver of innovation, but also because the assumption of scientific and technological

prowess being concentrated in the North Atlantic no longer holds.”®

To keep pace and
ensure continued prosperity for the future, NATO Allies, potentially in cooperation with
appropriate partners (such as the European Union), have thus strong reasons to promote
investment in research and technology aligned with the public good.” Public investments
could occur through government-run research agencies, while targeted incentives could
promote private investments. In recent years, there has been an intense debate among
NATO Allies on minimum requirements in defence spending (the famous 2 percent of
GDP). There are merits and problems with such indicators.””” How the fallout from the
pandemic will affect defence spending in the years ahead is difficult to say, but it is likely
that cuts or freezes will occur. As much as NATO and its Allies should try to resist those
cuts, it is imperative to preserve, and possibly increase, R&D investments — just as Intel did
even during industrial downturns and, in doing so, paved the way for its future success.””
This is why NATO Allies would be well advised to make a pledge for our children, aimed at
increasing investments in R&D not only for science and technology generally, but also for

sustained Al leadership in the generations ahead.””

Cooperation. Historically, one of NATO?’s strengths has been its capacity to exploit the
broad and diverse scientific, technological and industrial capabilities of its Allies for the
common good. This capacity has translated, operationally, into various types of initiatives,
including cooperation on R&D as well as on weapon systems. It is important to continue
and accelerate cooperation on AI R&D, with the aim not only of improving performance

but also of addressing risks and vulnerabilities.**

In terms of programmes, some Allies
are working on next-generation weapon systems, with particular attention to the possibility
to achieve higher levels of autonomy and elevated human-machine teaming. In the past,

armaments cooperation has delivered mixed results: there have been successes, but also

228 M. Rasser, M. Lamberth, A. Riikonen, C. Guo, M. Horowitz and P. Scharre, The American Al century: a blueprint for action,
Center for New American Security, Washington, DC, 2019.
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Center for Strategic and International Studies, Washington, DC, 2018.

231 A. Gilli, “Microparasites in the age of bigness”, in T. Tardy (ed.), “COVID-19: NATO in the age of pandemics”, NDC
Research Paper, No.9, NATO Defense College, Rome, 2020, pp.7-13.
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instances where differing tactical and operational needs, contrasting industrial goals as well
as competition for programme leadership have proved severely problematic.””® The growing
role of software as a result of Al entails new procurement challenges. Such challenges may,
in turn, translate into new obstacles for development of joint programmes: the winner-
take-all logic of software makes the political conditions for establishing cooperative
programs more unstable: historically, countries have divided industrial production in joint
procutement programmes, but the same model may not hold when it comes to software.”*
How Allies will sort out these issues is difficult to anticipate, which reinforces the need
to pursue pilot projects, like those mentioned above, and to learn organizational lessons
“by doing” at a reasonable cost. More broadly, there are a number of potential advantages

7237 nature

for NATO digital cooperation. First of all, the “combinatorically generative
of digital technology grants flexibility and experimentation. This means that small teams
of software developers from any NATO country may be incentivized to create mission-
specific modules which could then, in theory, become part of the Alliance’s capability
package. Second, NATO countries could also try to coordinate their investments in
order to maximize their comparative advantage in terms of scientific, technological and
industrial capabilities, enhancing Alliance-wide effectiveness and efficiency.® While not
easy, the forthcoming Emerging and Disruptive Technology Roadmap developed by NATO could
help Allies structure cooperative their investments, share burdens and responsibilities, and
simultaneously exploit their combined, comparative advantages.* Third, cooperation may
extend to other realms: in the case of new technology, standards are a case in point, which

will be discussed in chapter number twelve.

Commercial technology and public goods. A common theme in discussions about Al is the role
of private industry. The story goes that the commercial sector is leading in innovation on
Al, and that the defence establishment, in contrast to the Cold War, thus needs to adapt
to the needs and capabilities of the private sector, rather than the other way around.*’

While defence establishments would certainly do well to shed some bureaucratic deadweight

235 M. DeVore and M. Weiss, “Who’s in the cockpit? The political economy of collaborative aircraft decisions”, Review of
international political economy, Vol.21, No.2, April 2014, pp.497-533; M. R De Vore, “The arms collaboration dilemma: between
principal-agent dynamics and collective action problems”, Security Studies, Vol.20, No.4, October 2011, pp.624-662.

236 For a discussion, see A. Gilli and M. Gilli, “European defense cooperation in the second machine age”, Issue Brief,
No.4, Paris, European Union Institute for Security Studies, 2017.

237 J. R. Lindsay, Information technology and military Power, Cornell University Press, Ithaca, NY, 2020.
238  A. Gilli and M. Gilli, “Imitation, innovation, disruption”.
239 NATO Science & Technology Organization, Science & Technology Trends 2020-2040.

240  For a discussion, see Horowitz, “Artificial intelligence, international competition, and the balance of power”.
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that constrains them from following the “lean”* or “agile”** ways of the commercial
sector, it is problematic to import private-sector assumptions and practices as this line
of thinking suggests.”” Namely, market forces do not always and necessarily lead to the
social optimum: markets sometimes lead to the under-provision of public goods such as
national defence, because of the inherent difficulty of charging all potential beneficiaties.
Similarly, markets may favour the overproduction of negative externalities like pollution,
because producers bear only a tiny fraction of the total cost. We observe these dynamics
of market failure when we look at Al-related R&D by private companies. First, corporate
R&D generally has a narrow, short-term focus, to the detriment of broader, longer-
term issues which are necessary for ensuring that Al yields positive returns in the distant
future.** Second, the computer intensiveness of ML is technically, economically and

environmentally unsustainable.”*

In particular, nobody has mastered how to properly size
ML models and modern deep-learning algorithms are based on over-parametrization. This
means their performance is inherently inefficient, in that they need an enormous amount
of data and parameters. The cost comes in terms of computing resources. Realistically,
existing trends are not sustainable.”* NATO and its Allies have operational and strategic
incentives to promote leaner and greener Al. Operationally, there is a limit to the utility
of computationally intensive Al systems “at the edge” — i.e., usage by small units in
operations where connectivity is not assured.”’ Strategically, correcting cases of market
failure enhances technological prowess insofar as it means promoting broader, longer-
term research on Al and the development of less computationally intensive solutions not
only for ML, but also for other technological priorities such as quantum®® and aspects of

biotechnology. Moreover, weaning ML models off massive training data is one measure of

241 S. Blank, “Why the lean start-up changes everything”, Harvard Business Review, May 2013, https://hbr.org/2013/05/
why-the-lean-start-up-changes-everything
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243 A. Gilli and M. Gilli, “The diffusion of drone warfare? Industrial, organizational, and infrastructural constraints”,
Security Studies, Vol.25, No.1, 2016, pp.50-84; A. Gilli and M. Gilli, “Why China has not caught up yet: military-technological
supetiority and the limits of imitation, reverse engineering, and cyber espionage”, International Secnrity, Vol.43, No.3, Winter
2018/19, pp.141-189.
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Al becoming more robust,?” and thus potentially less susceptible to data-driven biases.””

Procurement. R&D will, sooner or later, lead to procurement programmes. Transitioning
Al into prevailing procurement paradigms, however, will not be immediate or easy.
Defence procurement is particularly complex, given the range of strict requirements and
specifications with which contractors have to comply.”! This is why traditional weapons
manufacturers generally have an advantage when it comes to approaching defence buyers.*
Al however, will entail a paradigm shift because the capabilities will continuously evolve.
For Al-enabled autonomous systems in particular, as mentioned above, decision-making
is “non-deterministic” and depends on the “dynamic environment” in which the system
operates.” This means that “traditional development and procurement approaches, based
on full-path regression, are unfit”.** This means that R&D also continues in the product
deployment phase, as data and algorithms keep providing information and feedback that
have to be integrated in order to achieve initial operational capabilities. Current “waterfall”
procurement paradigms are set up so that engineers test prototypes according to defined
specifications, and then subsequently move to production.®® With machine learning, the
specifications will keep evolving as algorithms are fed new data.* By extension, this means
that testing cannot be treated as a singular phase prior to production and development.
For NATO Allies, a more iterative procurement paradigm that does not depend on the
sequential “waterfall” entails unique challenges. The integration of enterprise Al requires
specific technical, legal, and organizational capabilities. This is linked to human-capital
challenges in requirements, procurement and operations communities, as organizations
leveraging Al “need their own people who know how to structure the problem, handle

the data, and stay aware of evolving opportunities”. " The development of Al-centred

249 'This could include approaching “third-wave AI” where higher levels of abstraction (and lower levels of brittleness)
are possible.
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inferences (such as automation bias).
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industry, Chicago University Press, Chicago, 1L, 2008.
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254 A. Gilli and M. Gilli, “The diffusion of drone warfare”, p.79.
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major weapon systems similarly calls for reform, or at least a remarkable adaptation, of
defence procurement.™ Significant political, organizational and human capital will have
to be invested. This is an additional reason why a centre such as the proposed A3IC could

support the transition, through best practices, lessons learned and similar initiatives.

Supply chain. Ben Buchanan has conceptualized Al inputs as a triad: algorithms, data and
processors.” Processors are the material part of the triad and they pose a key supply chain
vulnerability.” NATO as an organization has neither the capabilities nor the authority to
strengthen the Al supply chain. Additionally, the supply chain is heavily skewed towards
some Allies, like the US and Great Britain in semiconductors or the Netherlands in
semiconductor manufacturing equipment, and partners, like Israel, South Korea and Japan
— plus Taiwan, which is a close ally of several NATO countries.”" A useful exercise for the
Alliance could be to make an assessment of the supply chain related to semiconductors.
This is important for three main reasons. First, several Allies are conducting their own

202 Second, as several countries

assessments, but an Alliance-wide picture is so far lacking.
consider semiconductors a strategic industry and thus aim at achieving a degree of self-
sufficiency and autonomy, there is a real risk that different national strategies may collide,
thus leaving the Alliance as a whole worse off. Last, but not least, such an assessment could
be helpful in determining potential joint or common solutions, including arms control
and export controls, as discussed in the next chapter, as well as coordination in R&D

investments.
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Arms control, technology regimes
and confidence building

ATO?s core task of collective defence has been at the heart of the Atlantic Alliance
Nsince its inception. In strategic terms, collective defence translates into deterrence
and is in fact fundamental to ensure the security, wellbeing and freedom of Allies and
their citizens. Collective defence is, however, just one side of the coin. Historically, NATO
Allies have also pursued arms control and disarmament. Recent statements on the role of
nuclear weapons bear testament to this: while NATO wishes for a world free of nuclear
weapons, nuclear deterrence remains a pillar of the Alliance with a view to preventing
intimidation, coetcion or attack from outside powers.* The emergence of Al, ML and BD
has generated an important debate on nuclear stability.*** Many worry that, when integrated
into strategic forces, Al may bring about a set of nefarious consequences: the brittleness
characterizing algorithms may lead to inaccuracy, and thus to crises;** machine speed may
lead to the removal of humans from the loop, thus tipping crises into escalations;* last
but not least, some still emerging technologies such as Al may undermine the survivability
of second-strike nuclear capabilities, thus eroding the foundations of nuclear deterrence.”’

Because of these concerns, for the past decade at least, several scholars, policy-makers,
analysts and intellectuals have called for a ban on so-called killer robots, or for tight arms
control regulations on lethal autonomous weapons. This debate has been particularly
intense in Europe. It is nevertheless legitimate to harbour some doubts about its logical

premises. First, one of the key arguments against lethal autonomous weapons is that they

263 . Cox, “Conclusions”, in A. Gilli (ed.), “Recalibrating NATO nuclear policy”, NDC Research Paper, No.10, NATO
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264 ].S. Johnson, “Delegating strategic decision-making to machines: Dr. Strangelove redux?”, Journal of Strategic Studies
(forthcoming); For an opposite view, see Gilli, “Preparing for NATO-Mation”.
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are so easy to develop because of the dual-use nature of the underlying technology. Yet, ten
years on from the launch of the campaign, no country has yet fielded fully-fledged lethal
autonomous weapons, i.e. capable of adaptive and contextual decision-making in complex
and changing environments. This reflects either self-constraint, which would mean that a
ban was actually not needed, or an undetlying non-feasibility in the envisaged exploitation
of commercial technologies to develop killer robots, thus undermining the key tenet of the
campaign. Second, and related to the previous point, while Al poses various challenges to
the modernization of nuclear forces, there are plausible doubts that it will be integrated as
quickly as some fear: this entire Research Paper is about illustrating the challenges related to
the enterprise-level adoption of Al. While the debate on Al and strategic stability cannot

* From

be examined more extensively here, there is some available research on the topic.
a transatlantic perspective, it is in fact more relevant to focus briefly on the twin issues of
arms and export control, as related to Al, ML and BD, by taking the following points into

account.

Apms control. There have been various calls to adapt different types of arms control regime
to Al Reciprocity, monitoring and compliance pose key challenges here. How can we trust
countries that have not complied with existing arms control regimes to respect new ones?
How can we convince countries that do not want to enter existing arms control regimes
to join new ones? Cooperation, political scientists note, is a matter of interest and trust:
any control regime not built on these two pillars is doomed to fail.** At this stage, it is
difficult to find the political conditions conducive to either. There is, however, an additional

problem.

Weapons or technology control? Lethal autonomous weapons are a type of military equipment
which is hence subjected to clear and existing rules and regulations — both domestic and
international — related to the sale, export and transfer of military technology. The key
argument for banning lethal autonomous weapons, however, builds on a different logic:
the dual-use nature of the constituent technologies favors its swift, and to some extent

subtle, diffusion. In terms of inputs, the Al Inputs Triad is based on algorithms, data and

268 M. C. Horowitz, P. Scharre and A. Velez-Green, “A stable nuclear future? The impact of autonomous systems and
artificial intelligence”, a2Xiv, 1912.05291, December 2019. A. Gilli and M. Gilli, “Rethinking the impact of emerging tech-
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Paper, Lawrence Livermore National Laboratory, Livermore, CA, 2020.
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polities, McGraw-Hill, New York, NY, 1979; R. O. Keohane, Afler hegemony: cooperation and discord in the world political economy,
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microprocessors — although human capital should not be underestimated.””” Banning the
weapons without underlying controlling the technology risks being ineffective, at best, and
counterproductive, at worst, as it may increase the incentives to countries or actors to
source key component technologies and undertake research on their integration so as to

neutralize the effects of a ban.

Technology control regime. The above discussion on the dual-use nature of the Al Input
Triad has led some to recommend tight control regimes on the export of Al-related
technologies. While there is an obviously strong rationale for this line of thinking, its very
ease of execution brings its own risks.””' NATO Allies admittedly have a strong interest
in preserving international stability and preventing malicious actors from possessing
capabilities that may be conducive to destabilizing activities. However, NATO Allies are
in this position because of their technological prowess: any export control regime should
therefore take into account the possible effects on the Allies’ industrial base and their longer-
term implications. Were NATO Allies to lose their technological primacy, their political
power — including the capacity to restrict the spread of sensitive technologies — would be
undermined. In this respect, it is useful to divide the discussion into the component items

conceptualized in the Al Input Triad — data, algorithms and processors.

Data. There are two different types of data in ML. On the one hand, training, validation
and test datasets are used, precisely, to train, validate and test an algorithm. Such data are, in
practice, instruction manuals to run ML: they can be based on real or synthetic data. On the
other hand, there are real-time data that algorithms process when in operation. The latter
category is an enormous source of wealth and power, as shown by Google and Facebook.
However, more than by any technology regime control, they are constrained by privacy
rules, like the General Data Protection Regulation (GDPR) in Europe. Training, validation
and test data are more sensitive, and there is scope for subjecting particular categories of
datasets in this category to technology export control regimes. In some specific cases, like
those related to weapon systems, some data libraries are already subject to existing export
controls. In other cases, an Alliance-wide effort, maybe in cooperation with the European
Union, may be important: there is an argument for subjecting training, validation and test
datasets for facial recognition, dual-use applications like autonomous driving or flight, or

other critical domains to some type of control.

Algorithms. Here, any discussion of export control must start from a simple consideration.

270  B. Buchanan, The Al triad and what it means for National Security Strategy, Washington, DC, Center for Security and Emerg-
ing Technology, 2020.
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There are two types of software, specialized and generic. Generic algorithms are used for
multiple purposes and, for this reason, their spread is difficult to monitor. This means that
a potential control regime is difficult to enforce and, overall, restrictions on their spread are
not going to have major effects (other than by reducing companies’ incentives to conduct
Al-related R&D). More promising, in contrast, is the scope for control over the spread
of specialized algorithms, which — like training, validation and test data — is critical for
sensitive tasks and could potentially be exploited by adversaties.””* Specialized algorithms,
in fact, are much more difficult to develop.””” Hence there is an inhetrent political advantage

deriving from an underlying industrial structure.”

Processors. The semiconductor industry has been transformed in recent years. First, by virtue
of Moore’s law, the industry has moved towards the fabless model, where designers of chips

275 Second, in accordance with Moore’s second

do not produce and producers do not design.
law, the industry has become increasingly concentrated — in order to afford the enormous
upfront investments and technological sophistication it requires.”® Any export control
regime in this domain has to take into consideration these two structural conditions. This
prompts three main conclusions. First, since the production of semiconductors is difficult,
its constituent elements can be seen as a critical choke point for enforcing an effective
export control regime. These elements are, primarily, semiconductor manufacturing
equipment (SME) and its supporting software. Second, export controls on microprocessors
may simply backfire by pushing countries and non-state actors to buy SME, increase R&D
and try to close the gap.””’ Finally, dialogue and cooperation, both with the private industry
and with NATO partners, is nevertheless essential, as the industry is globalized and NATO
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Allies do not control all the phases and stages of the supply chain.”®

Open algorithms. In an age of accelerating technological change, while competition among
great powers remains a central feature of the international system, actors can take initiatives
to reassure each other, for instance by increasing transpatency. The Open Skies Treaty, by
authorizing unarmed aerial surveillance flights over the entire territory of its participants,
is a prominent example. Algorithms, as discussed throughout this paper, are by their very
nature opaque. The competitive advantages they can yield, both in the commercial and
military domains, do not give strong incentives to share the related codes with others,
whether partners or competitors. However, NATO and its Allies could build on the
proposal from Elsa Kania and Andrew Imbrie to start working on a verification process
that would potentially increase the transparency about key features of models without

undermining the privacy of the training data.””
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The data pipeline and the
Al Network Trinity: cloud, quantum and 5G

O ne of the key strengths of NATO is its capacity to serve as a force multiplier. Allies
plug into, or contribute to, Alliance assets and capabilities, which in turn can generate
superior strategic effects when these assets and capabilities are fully integrated. This process
of aggregation and integration has two important components. Politically, it underlines
the importance of the entire Alliance. Militarily, it requires capabilities, infrastructure and
interoperability. Capabilities have been discussed in the previous sections. Here, it is useful
to discuss infrastructure and interoperability. From the outset, this paper has implicitly
emphasized the concept of complementation: as technology changes, we substitute
labor with capital but at the same time, more capital-intensive equipment calls for more
complements, such as more skilled workforce or more/different infrastructural support.*
Technological change, by making goods and services more affordable, inevitably drives up
customers’” demand who simply buy more goods or services when their prices fall. This,
in turn, translates into increased demand also for their complements.®® The introduction
of trains required railways, the introduction of tyres required paved roads, mobile phones
called for cell phone towers, just to name a few examples. The same considerations apply to
Al ML and BD: they require appropriate an infrastructure. What does this infrastructure
consist of? First, there must be a data infrastructure to collect and organize the data of
interest. Second, the data must be seamlessly distributed. Third, in order to optimize
operations, data must be stored and made accessible. Essentially, these three parts of the
data infrastructure are related to the data pipeline and the Al Network Trinity of quantum,
cloud computing and 5G networks.

The data pipeline. Although public discussions and academic debates about lethal autonomous
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technology generations”, Strategic Management Journal 31, No.3, March 2010, pp.306-33; M. lansiti and R. Levien, The &eystone
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weapons, and in some cases even Al, suggest that exploiting Al for military purposes is
easy and cheap, most security and non-security observers disagree.®” Among the several
challenges, developing an appropriate data pipeline is daunting, First, each data item or set
must be combined with others — such as inventory data, logistics data and so forth —in order
to extract value. This is not a minor issue: “Al learns from vast amounts of data [and...] clean,
accessible data is the foundation upon which successful Al is built”** Howevet, building
clean, accessible data infrastructure on this scale is quite demanding. Constructing this data
pipeline is in fact often the most labour-intensive and expensive part of building a data
infrastructure. For instance, even “if the organization owns the data it needs, fragmentation
across multiple systems can hinder the process of training Al algorithms”;** and, due in great
part to “their legacy systems, businesses are in fact struggling to become more agile with
their data”?® Countries, armed forces and individual actors must thus “approach data with
a sound strategy””.** However, this requires leadership, knowledge, skills and capabilities that
presumably not all actors may directly possess or have access to. There is an important role to
be played by the A3IC, or also by other organizations such as the NCI Agency within NATO,
whose skills and expertise could yield important benefits both in drawing up and executing a
data strategy. Self-evidently, there are also significant potential rewards in terms in terms of
interoperability, economies of scale and scope, as similar lessons can realistically be shared

among several countries: such a solution can thus enhance effectiveness in joint operations.

The AI Network Trinity: quantum, clond computing and 5G networks. Most documents about emerging
and disruptive technologies discuss all domains where major disruptions are emerging.**” Al is
one of those domains.”®® When discussing the challenges AT will raise, it is nevertheless useful
to look at this issue from an ecosystem perspective and, in particular, focus on the technologies
that will support its effective and efficient use.” In terms of inputs, as already discussed, the
Al Inputs Triad is based on data, processors and algorithms.* As an ecosystem, however,

Al can also be thought of as situated at the centre of a network trinity that comprises cloud
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and quantum computing as well as 5G networks.?”!

ML algorithms will enable a dramatic
increase in the capacity to process data. With Moore’s law coming to an end, however, there
is a physical and an economic limit to what miniaturization in processors can achieve.”” In
the near future, processors’ performance can be pursued less and less at the bottom, or at the
micro-level. It will therefore have to be pursued at the top.*”* Centralization of computing
power is thus one of the most promising possible solutions — for example, through quantum
computing. While this promises enormous potential in terms of performance, it will — like
any technology — be constrained by physical limits, including the need to keep processors at
very low temperatures.””* In order to exploit quantum computing for ML applications, two
other developments will hence be necessary: communications networks must enable quick
distribution of high-volume data packages, and cloud computing must optimize the storage
and processing of all these operations. Self-evidently, this is going to be a transition that will
last several decades. Putting this in perspective, however, by embarking on this long transition

today we will be improve our position to address the problems of tomorrow.

Figure 3: The AI Network Trinity
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It is not possible here to discuss in depth the technological foundations, features,
promises and challenges of 5G networks, quantum computing and cloud computing, A
few considerations are nevertheless in order for each of these domains.

Is clound computing like AWACS? Once data has been organized, it can be collected together

in a data warehouse.?”®

Nowadays, companies own their data centres less and less, but
store and analyse data in computing facilities such as Amazon Web Services, Google
Cloud Platform or Microsoft Azure Cloud.*”® Data warchouses have thus transitioned
from a fixed to a variable cost.””” Cloud providers ate competing intensively to provide
standardized environments that can be easily maintained.”® At the same time, they want to
provide services that differentiate them from competitors. Data manipulation and ML are
natural areas in which to compete on product speed and performance.” For NATO and
its Allies, there are important questions to be addressed in this regard. Does NATO want
to provide cloud computing to its Allies in the same way as it provides AWACS? Cloud
computing is an enabler and, as a joint solution, can benefit all Allies. However, there may
be legitimate doubts about its benefits: from increased vulnerability to the efficiency of
a central solution. Alternatively, NATO Allies could just make sure that their approaches
are interoperable, or NATO could provide cloud computing only for NATO operations.
A related issue is whether NATO and its Allies want to own the data centres or prefer to
depend, like most other organizations, on the services of big tech. The former makes any
NATO or NATO Allies’ data centre a potential target of attack, whether kinetic or cyber,
while the latter entails vulnerability to traditional cyber security threats. In this discussion,
the underlying geopolitical competition on cloud computing cannot be removed from the
equation.””

5G networks. 5G networks have recently been at the centre of attention in transatlantic

discussions.’!

Al enables information processing at machine speed. However, the
information must be gathered and then distributed at an equally rapid rate in order to

reap its benefits. The current 4G mobile networks are now stretched to their physical

295 Kraynak and Baum, Cloud data warebousing for dummies.

296 'T. Herr, Four myths about the clond: the gegpolitics of clond computing, Scowcroft Center for Strategy and Security, The Atlatnic
Council, Washington, DC, 2020.

297  Shapiro and Varian, Information rules.

298  T. Maurer and G. Hinck, Cloud security: a primer for policymakers, Carnegie Endowment for International Peace, Wash-
ington, DC, 2020.

299 H. Varian, “Artificial intelligence, economics and industrial organization”, in A. Agrawal, ]. Gans and A. Goldfarb
(eds.), The economics of artificial intelligence, Chicago, 1L, University of Chicago Press, 2019, pp.399-423.

300 N. B. Ruparelia, Cloud computing, The MIT Press, Cambridge, MA, 2016.
301 AL Gilli, “NATO and 5G: what strategic lessons?”, NDC Policy Brief, No.13, NATO Defense College, Rome, 2020.



THE DATA PIPELINE AND THE AT NETWORK TRINITY: CLOUD, QUANTUM AND 5G A. G 79

limits and will not be able to sustain the accelerating growth in data: the solution will be
5G as well as 6G communication networks.””> Most NATO countries lag behind in this
domain, for a number of reasons: institutional rigidity, organizational disruptions, lack of
investment, and absence of an appropriate industrial policy. The 5G issue is sensitive for
three main reasons: Chinese companies like Huawei and ZTE are ahead in some critical
technologies; countries have their own national policies with respect to telecommunications;
telecommunications, however, have several positive and negative externalities, while 5G
technology increases vulnerability zis-g-vis the owner of the infrastructure.*” Discussions
on 5G issues are ongoing at the NATO level, as Allies share multiple sensitivities about the
trade-offs between security and efficiency.” For the Atlantic Alliance, the key is how to

maximize these two goals, and a solution can be open architecture.””

Quantum. As discussed at the beginning, generic microprocessors (CPUs) are unfit for
running ML algorithms, while specialized microprocessors (like GPUs, FPGAs and ASICs)
are constrained by physics: Moore’s law is now hitting a plateau and this limits further
improvements to existing processors’ architectures.’” Quantum computing is the most
promising field to enable additional increases in computing power over the long term.””
Quantum computing has several potential applications, but, from a NATO perspective,
three areas deserve particular attention.”™ First, as already mentioned, R&D is the lifeblood
of future technological leadership, which means that future quantum leadership depends
on current R&D investments. Second, the quantum race will still build on existing scientific,
technological and industrial capabilities. For instance, while China has made significant
progress in this domain, its current capabilities will still shape its future trajectory: as in the

field of semiconductors, there are areas where catching up or overtaking will be no easy (or
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quick) matter.”” NATO Allies have an advantage, in terms of their diverse technological
capabilities, enabling them to exploit comparative advantages, but organizing their R&D
investments in the most effective way is far from simple. Last but not least, the main
challenge will not only be the development of the technology, but also its integration:
strong, effective and competent organizations will increasingly relevant to maximize the

benefits of these new technologies.”’
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Standards and standardization

(with Ann-Sophie 1 eonard)

311

ver the past 150 years, the complexity of technology —whether military or commercial
O— has grown exponentially®' The fact that increasingly capable technologies
developed in different countries, in different years and by companies operating in different
industries can work together and interact efficiently is, to a significant extent, a product
of standards.’® Standards are, literally, documents defining technical specifications,
requirements, guidelines or characteristics.”” For instance, all USB sticks enter any USB
port and our laptops or smartphones can connect to any WikFi network: this is the
product of standards. By the same token, standards are intensively used in the military
domain to address similar compatibility issues, from the measurements of cartridges to
communications. Standards deserve attention because they are also going to play a key role
when it comes to Al, ML. and BD.

There are, fundamentally, two types of standards. Technical standards refer to
specificities, parameters and characteristics. Non-technical standards define procedures,
processes and practices. To examine this issue in greater detail, it is useful to look more
broadly at what standards do and what their merits are. First, standards not only connect
technologies vertically (in the same field) and horizontally (across different fields), but also
span different times of development. In this way, standards enable innovation. A related
point is that common standards also expand the size of a market, as they eliminate non-
tariff barriers and thus contribute to guaranteeing economic efficiency and technological

effectiveness.’'* Second, standards define and protect intellectual property and thus make it
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possible to gather royalties: in this way, they also incentivize innovation.”” In the language
of social science, standards are thus an institution that makes it possible to solve a collective
action problem related to adjudication of rents in complex systems.”'¢ Third, standards also
make it possible to comply with specific requirements. For instance, technical standards may
require certain levels of safety and security through the imposition of specific parameters.
By the same token, non-technical standards may call for procedures and processes that
comply with these or other demands — for instance, emphasizing transparency or calling
for specific verification steps.’”

The above discussion highlights how, despite their technical nature, standards have
an important political, economic and ethical dimension. Standards, however, also have
an important military dimension, as the case of NATO highlights. Historically, NATO
has played a critical role in standardization. As Paul Beckley notes, “with nearly 6,000
documents in its database, NATO is the most prolific international military standardization
organization in the world”.*"® Furthermore, standards are the backbone of interoperability
—which, in turn, is the lifeblood of a military alliance. NATO collective capacity is, however,
more than the simple sum of its parts, or “having the same missiles or tanks”.””” The
emergence of Al, ML and BD highlights this point. As this new set of technologies are
integrated into the economy as well as in countries’ armed forces, standards will provide a
fundamental contribution. NATO has a key role to play here, both in ensuring a swift and
risk-free technological transition through standards and in infusing its ethical and moral
commitments into the new technologies.”

At least four main issues are important for the Alliance.

Standards and ethics. NATO cannot lead and shape ethical discussions about Al if is unable
to translate its ethical commitments into technology. The propagation channel to achieve
this goal is constituted by technical and non-technical standards. However, in recent years,
as Paul Beckley warns, NATO’s once robust standardization programme has lost vitality:
since the early 2000s, NATO has developed few new standards and, since 2010, most have
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been doctrinal rather than technical.” Additionally, while Al technologies evolve quickly,
the standardization process may often be lengthy, and given its consensus-based nature, it
can require significant time in large organizations. Key ethical values such as explainability,
traceability or transparency need to be translated into technical standards, in order to have
real meaning and effects.’” Following previous discussions, given that ML blurs the line
between research and development, a robust system of T&E/V&YV is necessary, both at
national and at Alliance level.’”® Working together on these standatds is crucial to ensure
that Allies can plug together their capabilities and that the same parameters are adopted,

both for combat effectiveness and for economic efficiency.

Approach to standards. Al does raise new challenges, but this does not mean that all new
challenges require new solutions. Some standards, for instance, can be imported horizontally
from nearby fields, like that of cyber security. This issue highlights the importance of the
approach to standards, which NATO Allies may want to discuss: should new standards be
pursued when it comes to Al, or should countries agree to use existing ones? Should they
opt for stable standards, or try to update them regularly? These are important questions.
For instance, the U.S. National Institute for Standards and Technology provides a list
of features that the US should pursue for standardization — e.g, innovation-oriented,
applicable across sectors and applications, human-centred.” The Atlantic Alliance would
benefit from a similar discussion as well as, eventually, trying to coordinate each Ally’s
preferences, position and approaches towards standard multinational standard-setting

forums, like Standard Development Organizations.

Standards and effectiveness. One of the main challenges of the interaction between algorithms
and BD is their brittleness.” Algorithms can be (easily) fooled. In the civilian economy,
this may lead to controversial or even unacceptable outcomes, such as discrimination
ot bias.”® For instance, HR algorithms may discard some candidates because historical
underrepresentation of their sex or ethnicity disadvantages them in the data on which
the recommender algorithm is trained. In the military domain, this may lead to errors,

like mistaking a military target for a civilian facility or the other way around, and overall
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combat ineffectiveness, or even defeat. The use of generative adversarial networks which
intentionally exploit these vulnerabilities to undermine the opponent’s capabilities makes
matters worse.”” To address these problems, Al and related technologies must comply
with a set of principles that standards can translate and consolidate, including safety and
reliability as well as accepted degrees of accuracy. Non-technical standards can also play an
important role in defining procedures, processes and approaches in developing and fielding
those systems, including about issues related to human control.”® Howevet, standards
should be also complemented by tools to enable the development of effective, reliable,
robust and trustworthy Al technologies, in areas such as accountability and auditing,
annotations and documentation, benchmarks, metrics, Al testbeds, methodologies and

datasets in standardized formats.

Standards and Re>D. Standardization is, however, not just about agreeing on technical
and non-technical parameters, processes and procedures: it is first and foremost about
conducting R&D to identify, understand and address technical and non-technical issues,
problems and risks. On the one hand, this is a government effort at national level. On the
other hand, the private sector, with the bulk of R&D funds for Al, has a role to play, and
thus a solid partnership between governments and industry is important. From a NATO
perspective, there is a strong rationale for trying to coordinate some of these national-level
R&D investments into standards, although the issue is not simple, given that some are

going to accrue more economic value than others.”
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Upholding democratic values and free trade

Thc ongoing technological transformation has not only renewed great powers’ long-
forgotten competition in areas like technology, with the so-called Al race,™ but it has
also given rise to new instruments for political competition and influence.”! The effect of
these instruments is particularly subtle, because they undermine the very principles and
institutions — such as democracy, freedom of speech and free markets — on which NATO
is built and which, as an Alliance, it tries to promote.

Propaganda, disinformation, deception and counter-intelligence have always existed.
However, the possibility of applying emerging technologies with disruptive potential to
these domains is relatively unprecedented.” For instance, forensic evidence related to
popular digital platforms like WeChat and TikTok shows that specific hashtags, accounts
or information have been suppressed by foreign actors or governments, likely for political
reasons.”” Similarly, in the past few years, autocratic regimes have recurrently relied on
chatbots, troll farms and diffusion of disinformation through Facebook or Twitter with a
view to altering political competition within, and outside, NATO.

Second, key technologies related to Al, ML and BD, such as facial and speech
recognition software, provide new opportunities for autocratic rulers to curtail individual
freedoms, impose human rights abuses and implement societal control measures which
would be deemed unacceptable within NATO. However, some countries are exporting
those technologies around the world, thus making undermining democracy and freedom
not only at home but also abroad.**

Last but not least, while economic competition and economic intelligence have long

characterized statecraft and international relations, in an age when technology yields
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accelerating returns, adversaries and competitors can (and do) exploit free markets and
open societies so as to steer chaos and appropriate foreign technology. This has nefarious
implications for competitiveness as well as national security, given the dual nature of many
technologies at hand.*®

These are issues on which NATO and its Allies are in a sense caught unprepared. The
dominant consensus has long held that digital technologies would undermine autocratic
rule, and that that state-sponsored economic activities would struggle to keep pace with
free markets.™ Recent history has proved both assumptions wrong. Firewalls can permit
autocratic countties to control their internal low of information. ML and BD can increase,
rather than undermine, societal control. Free markets and open societies are vulnerable
to uncompetitive and unfair measures and, such as theft of intellectual property or illicit
transfer of technology, as well as to disinformation and propaganda, which are made more
effective by digital platforms.

Whether these are examples of hybrid threats is an important discussion, which cannot
be addressed here.”” NATO Allies, however, have important issues to discuss.
Anti-fake software. We are all potential victims of disinformation. The evolution of
disinformation, thanks to the development of generative adversian networks and the
emergence of so-called deepfakes — videos that create artificial speeches over video clips of
notable public individuals — is particularly worrying. For NATO, deepfakes could represent
an existential threat as trust in political and social institutions could be dramatically
undermined. One layer of defence for NATO could consist in promoting the development
and adoption of an anti-fake software — i.e., one that can be easily installed on anyone’s
phone or desktop as an alert system against seemingly illegitimate content. This could be
funded as a pilot project or through a Grand Challenge. The goal would be to enable all
individuals to be protected from disinformation attacks. Self-evidently, the software, its
code as well as its parameters must be sufficiently open and transparent to enable public
scrutiny.”®
Algorithmic principles. NATO Allies have a strong interest in agreeing on, and setting out, a

series of principles and actions to stop their companies supporting, even unintentionally,
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the rise of digital authoritarianism. In particular, it is important to ensure that their
technologies or services be prevented from enabling the use of Al for purposes which go
against NATO values and principles, such as mass societal control or suppression of free
speech.

Cyber security and investments screening. Cyber attacks, theft of intellectual property as well as
well illicit transfer of technology, including through mergers and acquisitions of foreign
companies, have grown exponentially in recent years. Such tactics undermine economic
competition and are extremely perilous from a security perspective, given that they make
it possible to bypass measures such as technology export control regimes. NATO and its
Allies have a strong interest in strengthening the cyber defence of their companies. This
may imply, for start-ups and small and medium enterprises, various incentives to build up
their cyber security, as well as direct government support. At the same time, a NATO-
wide effort towards the screening of foreign companies’ investments and acquisitions is
important to counter illicit transfer of technology: cooperation with the European Union
would be important in this respect.’”

A technological alliance of democracies. As highlighted in previous sections, the challenge facing
NATO and its Allies is massive, sudden, subtle and multidimensional. In some areas,
intra-Alliance cooperation and coordination combined with powerful initiatives will not
suffice, as close work with the private sector and with external partners will be necessary.
This is why a group of prominent researchers have proposed a technological alliance of
democracies, to better address the threats and challenges we are facing.” The role of
NATO outside its borders — and the Euro-Atlantic area more generally — is admittedly a
sensitive issue, on which multiple perspectives and sensitivities co-exist. However, there is
room for the Alliance to play a more proactive role around the world in upholding, mostly
through diplomacy, the very principles on which it is based: democracy, free markets, rule

of law and human rights.
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Conclusion

The Atlantic Alliance recently celebrated its 70™ anniversary, and NATO has now
embarked on its own future with the NATO2030 initiative. The world in which NATO
will be navigating in 10, 15 or 25 years is much different from the past and the present. This
is not just because of the variegated set of challenges and threats it faces, many of which
did not even exist in 1949, 1989 and 2009. The world is dramatically different, primarily
because of its accelerating speed: such speed, in turn, is in near lockstep with the increasing
pace of technological progress.

Artificial Intelligence, machine learning and big data represent some, but not the only,
instances of technological progress. In contrast to other realms of technology, however,
artificial intelligence bodes far-reaching ramifications across all areas of society, the economy,
and the military, on account of its ubiquitous nature that enables pervasive diffusion.

When major technological changes occur, governments usually step in to update
regulations or introduce ethical rules to help align incentives among different actors. Some
measures include providing key complementary goods and services, which the market may
otherwise undersupply. Governments also draw strategic directions.

The Atlantic Alliance is encountering a major challenge; but is also standing before
a potent opportunity to shape the future security environment, thereby preserving the
freedom and well-being of its Allies’ citizens, and maintaining its technological leadership.
One possible way forward consists of pursuing the NATO-mation agenda described in this
report: a set of individual and collective initiatives, joint solutions and coordinated actions
spanning across several fields and domains and at different levels.

This Research Paper has highlichted 11 different areas where action is possible and
desirable. Challenges, dynamics, actors and constraints differ in each area, but NATO
can play a significant role as both as initiator and as coordinator. In the ethics domain,
NATO has an interest in upholding its founding values. Innovation-wise, there is a strong
rationale for the Alliance to identify or even create an internal actor to champion Al as
well as to help Allies generate an innovative workforce and pioneer more modern work
environments. Change, however, is difficult. Innovation, if history has any lesson to spare,
is even more difficult. Launching pilot projects can help subdue scepticism and temper the

understandably reluctant attitude of some, all the while fostering greater familiarity with
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new technologies. While the transformation we are observing is technology-driven, its main
repercussions will be on human beings, their ideas, their norms and their organizations.
In addition to ushering in an innovative workplace and an innovative workforce,
experimentation will be necessary to accept, understand and improve novel technologies, as
well as to steer their evolution to fulfil ethical considerations, alongside tactical, operational
and strategic necessities. Traditionally, NATO has played a significant part in this respect
and, if anything, should continue and probably expand this role further. NATO Allies
have, however, a broader opportunity to shape the evolution of Al-related technologies
both through increasing R&D spending and through targeted investments. The bulk of Al
research is driven by the private sector. Most observers worry that this has deprived military
establishments of the control over new technologies. Private-sector driven research, at least
in the realm of Al, has several drawbacks, including a short-term and narrow focus, and
a reliance on economically, technologically and environmentally unsustainable solutions.
There is a role for NATO-wide coordinated public action and investments, and eventual
concertation with the European Union, in tackling these issues. Similarly, Allies will soon
have to contemplate and prepare for the infrastructures on which Al systems will run:
quantum and cloud computing as well as 5G networks warrant closer scrutiny. Whether
NATO should provide cloud computing the way it does through AWACS aircraft, airspace
management, is however, another issue.

Historically, NATO has delivered collective defence with a strong attention to arms
control. Whilst not an easy endeavour with immediate payoffs, the Alliance can contribute
to ongoing debates on how to reach the goal of preserving international stability. NATO
armed forces, combined, are more than the sum of the single parts: this is attributable to
interoperability. In the NATO context, standardization plays a critical role: coordination
among Allies is important, both within the Alliance and without, such as in Standards
Development Organizations (SDOs).

The Atlantic Alliance won the Cold War and overcame the challenges it faced in the
ensuing decades because of the bonds among the Allies. Such bonds are not primarily
political, military or diplomatic: they are cultural, ideological and ethical, and are based
on the founding principles on which the Alliance was built. Democracy, rule of law,
human rights, and free markets have guaranteed the longevity of transatlantic relations.
Al technologies, through deep-fakes, may undermine those values. This is an insidious
challenge which, however, may also one day prove existential. This is why NATO must be

poised to play a key role in this technological realm.
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